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Introduction

CFDMC Mission:

The mission of the CFDMC is to develop and promote healthcare emergency preparedness and
response capabilities in the East Central Florida Domestic Security Task Force Region 5
(RDSTF Region 5), including the following nine counties: Brevard, Indian River, Lake, Martin,
Orange, Osceola, Seminole, St. Lucie, and Volusia Counties. The CFDMC will facilitate
healthcare organizations and other partners in working together collaboratively to build,
strengthen, and sustain a healthcare preparedness and response system within East Central
Florida and assist Emergency Management and Emergency Support Function (ESF)-8 (Health
and Medical) with the National Preparedness Goal identified five mission areas: Prevention,
Protection, Mitigation, Response, and Recovery as related to healthcare disaster

operations. The major goals of the CFDMC are:

1) Facilitate information sharing among participating CFDMC members and jurisdictional
authorities to promote common situational awareness;

2) facilitate resource support by expediting the mutual aid process or other resource sharing
arrangements among CFDMC members and support the request and receipt of assistance from
local, state, and federal authorities;

3) facilitate the interface between the CFDMC and appropriate jurisdictional authorities to
establish effective support for healthcare system resiliency and medical surge; and

4) build and/or strengthen local health capacity and capabilities prior to, during, and after a
disaster or emergency.

Purpose

This Continuity of Operations Plan (COOP) has been created for the CFDMC to establish policy
and guidance to ensure the execution of the mission-essential functions for the CFDMC in the
event that an emergency threatens or incapacitates operations or is in any way a threat to the
welfare of members or staff; and/or the relocation of personnel and functions of any critical
facilities of the CFDMC are required. The CFDMC COORP is informed by and is designed to
support member COOP plans. Specifically, this COOP is designed to:

o Ensure that the CFDMC is prepared to respond to emergencies, recover from them, and
mitigate against their impacts.

e Ensure that the CFDMC is prepared to provide core services in an environment that is
threatened, diminished, or incapacitated.

o Provide timely direction, control, and coordination to the CFDMC leadership, patients or
staff before, during, and after an event or upon notification of a credible threat.

e Establish and enact time-phased implementation procedures to activate various
components of the "Plan".

« Facilitate the return to normal operating conditions as soon as practical, based on
circumstances and the threat environment.



e Ensure that the CFDMC COORP is viable and operational and is compliant with all
guidance documents.

e Ensure that the CFDMC COORP is fully capable of addressing all types of emergencies,
or "all hazards" and that mission-essential functions are able to continue with minimal or
no disruption during all types of emergencies.

The CFDMC recognizes and acknowledges that the protection of its assets and business
operations is a major responsibility to its members and the region it serves. Therefore, it is the
policy of the CFDMC that a viable COOP be established and maintained to ensure high levels of
service quality and availability. It is also a policy of the CFDMC to protect life, information, and
property, in that order. To this end, procedures have been developed to support the resumption
of time-sensitive operations and functions in the event of their disruption at the facilities
identified in this plan. The CFDMC is committed to supporting service resumption and recovery
efforts at alternate facilities, if required. Likewise, the CFDMC and its management are
responsible for developing and maintaining a viable COOP that conforms to acceptable
insurance, regulatory, and ethical practices and is consistent with the provisions and direction of
other CFDMC policy, plans, and procedures. It is the responsibility of healthcare sector partners
to continuously collaborate during recovery planning to minimize the impact of future events. A
lean forward doctrine ensures both stakeholder engagement and that the best practices are
employed in a useful way.

In accordance with continuity guidelines and emergency management principles/best practices,
a viable COOP capability for any healthcare industry:

e Must be maintained at a high-level of readiness.

e Must be capable of implementation, both with and without warning.
o Must be operational no later than 12 hours after activation.

e Must maintain sustained operations for up to 30 days.

e Should take maximum advantage of existing local, private sector, Florida or federal
government infrastructures.

Applicability and Scope

The provisions of this document apply to the CFDMC and its facilities, clinics, labs and
associated institutions. Support from other organizations as described herein will be coordinated
with the CFDMC Executive Director or designee as applicable. This document applies to
situations that require relocation of mission-essential functions of the CFDMC as determined by
the CFDMC Executive Director. The scope does not apply to temporary disruptions of service
during short-term building evacuations or other situations where services are anticipated to be
restored in the primary facility within a short period. The CFDMC Executive Director and/or the
CFDMC Board of Directors will determine situations that require implementation of the COOP.



Activation:

This section outlines situations that can potentially lead to activation of the COOP due to
emergencies or potential emergencies that may affect the ability of the CFDMC to perform its
mission-essential functions from its primary and other essential facilities. This section also
provides a general description of actions that will be taken by the CFDMC to transition from
normal operations to COOP activation.

COOP Activation Scenarios
The following scenarios would likely require the activation of the CFDMC COOP:

e The primary facility or any other essential facility of the CFDMC is closed for normal
operations as a result of an event or credible threat of an event that would preclude
access or use of the facility and the surrounding area.

e The area in which the primary facility or any other essential CFDMC facility is located is
closed for normal operations as a result of a widespread utility failure, natural disaster,
significant hazardous material incident, civil disturbance, or terrorist or military threat or
attack. Under this scenario, there could be uncertainty regarding whether additional
events such as secondary explosions or cascading utility failures could occur.

The following scenario would NOT require the activation of the CFDMC COOP:

e The primary facility or any other essential facility is temporarily unavailable due to a
sudden emergency such as a fire, bomb threat, or hazardous materials emergency that
requires the evacuation of the facility, but only for a short duration that does not impact
normal operations, typically deemed less than 12 hours with the ability to relocate critical
patients or access them in a manner that does not endanger staff.

Time-Phased Implementation:

In order to maximize the preservation of life and property in the event of any natural or man-
made disaster or threat, time-phased implementation may be applied. Time-phased
implementation is used to prepare and respond to current threat levels, to anticipate escalation
of those threat levels and, accordingly, plan for increased response efforts and ultimately full
COORP activation and facility relocation. The extent to which time-phased implementation will be
applied will depend upon the emergency, the amount of warning received, whether personnel
are on duty or off-duty at home or elsewhere, and, possibly, the extent of damage to essential
facilities and their occupants. The Disaster Magnitude Classification definitions may be used to
determine the execution level of the COOP. These levels of disaster are defined as:

e Minor Disaster - Any disaster that is likely to be within the response capabilities of local
government and results in only minimal need for state or federal assistance.

e Major Disaster - Any disaster that will likely exceed local capabilities and require a
broad range of outside resource support including state or federal assistance. The State
of Florida Emergency Management Agency and the Federal Emergency Management
Agency (FEMA) will be notified and potential state and federal assistance will likely be
predominantly recovery-oriented.



o Catastrophic Disaster - Any disaster that will require massive state and federal
assistance. State and federal assistance will involve response and recovery needs.

COOP activation applies to events or incidents impacting a facility where mission-essential
functions are performed to the point that the facility is unable to continue to perform those
functions for a duration that will affect normal operations. Using the Disaster Magnitude
Classification above, it is possible that a minor disaster would not render a facility unusable.
However, minor disasters can escalate into major disasters, and even into catastrophic
disasters. Conversely, events that are of short duration and do not impact normal operations
(e.g., require a building evacuation only) must also be handled as though they could escalate
into a more serious situation. Time-phased implementation of the COOP is a way to be
prepared for all levels of emergency/potential emergency scenarios that may or may not require
relocation of the primary or other essential facility. This implementation method allows the
individual(s) responsible for making decisions to be prepared to fully activate the COOP on very
short notice, if necessary, but not prematurely activate the COOP for situations such as the
building evacuation-only scenario described above. Listed below is a general summary of the
sequence of events that can be followed using time-phased implementation of the COOP:

Phase | — Activation (0 to 12 hours)

During this phase, alert and notification of all employees, teams, and other organizations
identified as “critical customers” (e.g., vendors or public/private entities that may provide
resource support) will take place. The decision will be made at this point whether to shelter in
place or consider alternate facilities. This choice will be based on the operational risk, liability
considerations, patient safety, and access and functional need population resources. It is during
this phase that the transition to alternate operations at the alternate facility begins if deemed
necessary. However, if events turn out to be less severe than initially anticipated, the time-
phased COOP activation may terminate during this phase and a return to normal operations will
take place.

Phase Il — Alternate Operations (12 hours to Termination)

During this phase, the transition to the alternate facility is complete and the performance of
mission-essential functions should be underway. Also during this phase, plans should begin for
transitioning back to normal operations at the primary facility or other designated facility.

Phase Ill - Reconstitution and Termination

During this phase, all personnel, including those that are not involved in the COOP activation,
will be informed that the threat or actual emergency no longer exists and instructions will be
provided for resumption of normal operations. The Executive Director or designee is
responsible for reconstitution of equipment, supplies and for documenting expenses, seeking
reimbursement as applicable, and for development of an after-action report/improvement plan.

Contacts

CFDMC maintains a database with member contact information, including name, title,
organization, member type, primary and alternate emails, and primary and alternate phone
numbers. The database is accessible via SurveyMonkey by all CFDMC employees and is
updated monthly. In addition, CFDMC segments member data by:



Hospitals

EMS

Emergency Management and ESF8
Public Health

Long-Term Care

Trauma Stakeholders

Emerging Infectious Disease Collaborative
Community Health Centers

Mailing lists for each of these groups is maintained and updated monthly via redundant
mechanisms (including SurveyMonkey, Everbridge, Constant Contact and Excel spreadsheets).
The Executive Director maintains a hard copy file of these contacts in case of COOP activation.

Leadership Continuity

Lines of succession are maintained by all leadership elements contained within the CFDMC to
ensure continuity of mission-essential functions. Lines of succession are at a minimum depth of

three positions at any point where policy and directional functions are carried out.

Authorized successors to the CFDMC Executive Director are specified as follows:

Order of Title Name Email Cell Phone
Succession
CFDMC Lynne Drawdy info@centralfladisaster.org 407-928-1288
Executive
Director
1 CFDMC Deputy | This position will | TBD TBD
Director be filled in July
2026 and the
COOP will be
updated
2 CFDMC Board Eric Alberts eric.alberts@orlandohealth.com | 407-304-6283
Chair
(Hospitals)
3 CFDMC Clint Sperber Clint.Sperber@flhealth.gov 772-924-6697
Executive
Committee /
Public Health
4 CFDMC Alan Harris AHarris@seminolecountyfl.gov | 407-416-3287
Executive
Committee —
Emergency
Management
5 CFDMC William “Aaron” william.rhodes@orlando.gov 321-508-2079
Executive Rhodes
Committee
Member — EMS
6 CFDMC Project | Matt Meyers projects@centralfladisaster.org | 407-908-0142
Manager
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The CFDMC Executive Director or designee is responsible for ordering activation of the COOP
and initiating delegations. Once the COOP is activated, the appropriate officials should be
notified and requested to provide any previously agreed upon assistance to the CFDMC.
Delegations shall be made in writing via email and/or text.

Continuity Determinations

The objective of this COOP is to ensure that a viable capability exists for the CFDMC to
continue essential functions across a wide range of potential emergencies, specifically when the
primary facility is either threatened or inaccessible.

Safety assessments and resource inventory are dependent on the type and scope of the event
and are informed by situation reports provided through a variety of sources, including State
Warning Point alerts, county emergency management alerts and situation reports, and state
situation reports.

Mission-Essential functions for the CFDMC have been identified and prioritized below. In
addition to identifying each mission-essential function, the CFDMC

has associated the personnel resources and essential record resources required to carry out
each specific function. The performance of the highest priority mission-essential functions will
need to be resumed as quickly as possible.

CFDMC Essential Functions
1. Functions to be performed, given a One Day disruption. (Highest priority to lowest):
e Fiduciary Responsibilities- CFDMC must maintain the ability to perform financial
responsibilities including expenditure and revenue in compliance with

contractual, regulatory and audit requirements

e Activate redundant communications and information technology capabilities if necessary
to provide situational awareness to members.

o Keep Coalition members informed about any available disaster assistance from federal,
state and local authorities.

e Determine specific medical and non-medical needs of members
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Determine local and regional disruption of critical infrastructure that affects public health
sector.

Implement long-term funding alternative plan and strategy
Resource coordination.

Medical Surge Support.

2. Functions to be performed, given a One Day - One Week disruption. (Highest priority to
lowest):

Continuation of functions listed under previous Tier(s) identified above
Disseminate reports to state health authorities

Collect disaster response data to be used in After-Action Reports (AAR).
Assist Coalition members in returning to full operational status.

Mission Ready Packages- Identify MRPs that could be coordinated and shared by HCC
members during an emergency response.

Hospital Preparedness- CFDMC will promote hospital readiness to respond and recover
from disasters and other emergencies. This includes information sharing, equipment
minimums and standardization, shared resources, training and exercises.

3. Functions to be performed, given a One Week - One Month disruption. (Highest priority
to lowest):

Continuation of functions listed under previous Tier(s) identified above

Inventory Management- maintain and inventory of all CFDMC equipment and equipment
purchased by or for partner agencies through grant funds.

HVA- Conduct an annual Hazard Vulnerability Analysis to determine risks, vulnerabilities,
and probabilities.

Update the HCC’s website located at www.centralfloridadisaster.org, a minimum of one-
time each quarter.

Marketing Plan- Develop a strategic marketing plan each year to increase HCC members
and engagement of current members.

FAC Response Team: Develop a regional family assistance center response team
(response team) that can quickly set-up and operate a family assistance center.

Determine regional disruption of healthcare supply chain.
ACS Plan: Update and exercise the regional Provider’s alternate care site plan.

Keep Coalition members informed of changing program requirements


http://www.centralfloridadisaster.org/

4. Functions to be performed given a one month to one year disruption.:
e Continuation of functions listed under previous Tier(s) identified above

e Maintaining Revenue Streams- Primarily funded through Federal/State grants that require
the completion and submission of contract deliverables. Alternative funding must be
constantly researched and considered.

o Meeting deliverables as required under the state contract and/or federal grants.

e Maintain a Trauma Advisory Board to provide a collaborative forum for communication
among trauma system stakeholders within the RDSTF of Region 5 with emphasis on
trauma system quality, injury prevention, and disaster preparedness. Crisis Standards of
Care: Develop a regional crisis standards of care (CSC) plan where usual delivery of
health care services are not possible due to disaster conditions throughout the service
area.

¢ Emerging Infectious Disease Collaborative will assist partner agencies in building and
maintaining capabilities to take care of patients with highly infectious disease. These
capabilities include being able to identify, isolate, inform and potentially transfer a patient
suspected of having an infectious disease.

e Develop long-term funding alternative plan and strategy.

e Meetings: Conduct a minimum of one meeting with HCC members each quarter

e Governance: Maintain governance board and membership rosters by agencies and
individuals

5. Functions to be performed given greater than a year/permanence. :

o Continuation of functions listed under previous Tier(s) identified above

o |dentify New funding alternatives, legal implications, and fiduciary responsibilities.
Supplemental Resources
CFDMC supplemental resources include:
Facilities: The only facility maintained by CFDMC is the regional medical assistance team
(RMAT) warehouse located at the Lake Square Mall in Leesburg. This facility is located in an
inland county and not typically subject to hurricanes or flooding. Three is no COOP location
identified for the warehouse.
CFDMC personnel work virtually. The determination of 1) the appropriate alternate facility for
relocation, and 2) whether to relocate the CFDMC to the alternate facility will be made at the
time of activation by the CFDMC Executive Director or designee. CFDMC has been allocated

workspace at the ESF8 desk at both Orange County and Osceola County Emergency
Operations Centers.

10



Go-Kits: CFDMC personnel will maintain a go-kit with essential equipment and information

(laptop, charger, cell phone, charger, hard copies of contact information, etc.) in the event they
need to quickly move to the alternate facility.

Critical Infrastructure Disruption Mitigation:

CFDMC is a member of the Central Florida Cyber Coalition. The Cyber Coalition provides

resources for response during cyber-attacks.

Essential Records

Essential records and resources identified as critical to supporting mission-essential functions
have been identified within the COOP and will be maintained, updated, and stored in secure
offsite locations. In addition, procedures will be developed to ensure that records are maintained
and updated regularly. Procedures will also identify how these essential records and resources
will be made available to personnel for use in completing mission-essential functions. Identified

below are different categories of essential records and resources.

Essential records essential to the continued operation or reconstitution of the CFDMC during
and after a continuity disruption include:

Essential Record Description Location Redundancy / Remote
Protection Accessible
Coalition Includes contracts, Executive Director (ED) | Available via Yes
Organization Files | personnel files, laptop OneDirive by all
insurance, inventory, OneDrive Coalition personnel
personnel records, etc.
Coalition Historical | Hard copy files from RMAT Warehouse in None No
Records formation of the Leesburg, FL
Coalition in 2014
Financial Records Financial records QuickBooks (on-line) Multiple storage Yes
including invoices, ED laptop locations
checks, credit card OneDrive
payments, etc. FDOH BPR SharePoint
Accountant: Kane &
Associates
(407644-6066)
Payroll Records Record of paymentto | PayChex ( Multiple storage Yes
CFDMC personnel and | ED laptop locations
tax payments OneDrive
FDOH BPR SharePoint
Communications Multiple SurveyMonkey (member | Hard copy on ED Yes
Communications database and member Laptop and on-line
Platforms input) (backed up by

vendors)

11




CFDMC Website
(member information
and resources)
Constant Contact &
Everbridge (member
communications)
EMResource (alerts and
facility status)

OneDrive (file
redundancy)

Inventory

Royal 4 Maintained by FDOH Back-up by vendor Yes
and updated by
Coalition upon purchase
of equipment

CFDMC Personnel Family Disaster Planning

The CFDMC understands the importance of personnel preparing their families for disaster
events. The information below provides assistance to CFDMC personnel for developing Family
Disaster Plans and encourages them to learn more about how to be prepared.

Disaster can strike quickly and without warning. It can force you to evacuate your neighborhood
or confine you to your home. What would you do if basic services -- water, gas, electricity or
telephones -- were cut off? Local officials and relief workers will be on the scene after a disaster,
but they cannot reach everyone right away. Families can -- and do -- cope with disasters by
preparing in advance and working together as a team. Follow the steps listed below to create
your family's disaster plan. Knowing what to do is your responsibility for your best protection.

FOUR STEPS TO SAFETY

1. Know Your Risks

Contact local American Red Cross chapter, emergency response agencies, or
emergency management office -- be prepared to take notes.

Ask what types of disasters are most likely to happen. Request information on how to
prepare for each.

Learn about your community's warning signals: what they sound like and what you
should do when you hear them.

Ask about animal care after disaster. Animals may not be allowed inside emergency
shelters due to health regulations.

Find out how to help elderly or disabled persons, if needed.
Find out about the disaster plans at your workplace, your children's school or day-care

center, and other places where your family spends time.
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2. Create a Disaster Plan

Meet with your family and discuss why you need to prepare for disasters. Explain the
dangers of fire, severe weather, and earthquakes to children. Plan to share
responsibilities and work together as a team.

Discuss the types of disasters that are most likely to happen. Explain what to do in each
case.

Pick two places to meet: 1. Right outside your home in case of a sudden emergency, like
a fire. 2. Outside your neighborhood in case you can't return home. Everyone must know
the locations address and phone number.

Ask an out-of-state friend to be your "family contact." After a disaster, it's often easier to
call long distance. Other family members should call this person and tell them where
they are. Everyone must know your contact phone number.

Discuss what to do in an evacuation. Plan how to take care of your pets.

3. Complete this Checklist

Post emergency telephone numbers by phones (fire, police, ambulance, etc.).

Teach children how and when to call 9-1-1 or your local Emergency Medical Services
number for emergency help.

Show each family member how and when to turn off the water, gas, and electricity at the
main switches.

Check if you have adequate insurance coverage.

Teach each family member how to use the fire extinguisher and show them where it's
kept.

Install smoke detectors on each level of your home, especially near bedrooms.
Conduct a home hazard hunt.

Stock emergency supplies and assemble a Disaster Supplies Kit.

Take an accredited first aid and CPR class.

Determine the best escape routes from your home. Find two ways out of each room.

Find the safe spots in your home for each type of disaster.

4. Practice and Maintain Your Plan

Quiz your children every six months so they remember what to do.

Conduct fire and emergency evacuation.
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e Replace stored water every three months and stored food every six months.
o Test and recharge your fire extinguisher(s) according to manufacturer's instructions.
e Test your smoke detectors monthly and change the batteries at least once a year.

For more information on Family Disaster Planning, visit the Federal Emergency Management
Agency's (FEMA) website for family disaster planning at www.ready.gov
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