9-15-22 CFDMC Member Meeting

Participants: See attached list of attendees
Note: copies of all presentations are attached

Welcome and Announcements: Reginald Kornegay, CFDMC Vice Chair, welcomed all and reviewed meeting etiquette.
Reggie advised that September is National Preparedness Month. He thanked Alan Harris, Seminole County Emergency
Manager, for recognizing the Coalition as a partner in the Seminole County National Preparedness Month proclamation
ceremony. Reggie stated that we have just passed the 21st anniversary of 9/11. He asked for a moment of silence in
recognition of lives lost. Reggie introduced Michael Adams, the Coalition’s new Board member representing Brevard
County and nursing homes. Michael stated that he has been a nursing home administrator for more than 20 years and
has had to evacuate a facility several times and understands the importance of preparedness.

2022-2023 Budget & Project Overview: Lynda D. W. G. Mason, CFDMC Treasurer, reviewed the 2022-2023 budget. She
advised that the Coalition is in solid financial shape with surplus funding available to sustain the coalition if needed. She
reviewed the funding by state category (see attached slide). The Personnel category includes salaries and fringe for the
Coalition Executive Director, Project Manager, a part-time Administrative Specialist, and the Trauma Executive Director.
Our personnel costs are lower than comparable healthcare coalitions in Florida. The Travel category includes travel to
required state and national meetings, but most travel expenses are to reimburse the state and national partners who
participate in our annual full-scale exercise as evaluators or volunteer management personnel. The Equipment category
is for items that are over $5,000, such as Zumro tents for new hospitals, and for our regional medical assistance team.
The Supplies category is for hospital and other healthcare equipment that is under $5,000. Approximately half of the
coalition’s budget is spent on keeping our hospitals at minimum readiness response standards. The Coalition does not
contract out any services. The Other category covers all other operating expenses, including administrative expenses
like the accountant, tax preparation and audits, insurance for the coalition, all training and exercise expenses, and
expenses to recruit and maintain our regional medical assistance team. The annual budget is approved in advance by
the Coalition Board, and by DOH as the contract manager, and all expenses are audited monthly by the state and
annually through a single federal audit. The annual budget is posted on the website.

Lynda reported on projects for the coming year. Continuing projects include an annual Hazard Vulnerability/Risk
Assessment, updating the Preparedness Plan, Response Plan and all annexes (all of these plans are on the coalition
website), and trainings, and exercises. Lynda thanked all the Coalition members who serve on the workgroups who do
this work. She stated that new projects for this year include a focus on sustainability, a marketing strategy to increase
membership and engagement through use of social media and developing and exercising a Radiation surge annex.
Lynne advised that there is a detailed traffic light report/project plan on the website with bi-monthly updates.

Cybersecurity Threat Landscape — Threats to Healthcare: Klint Walker, Cybersecurity Advisory for the Department of
Homeland Security (DHS) Critical Infrastructure Security Agency (CISA), Region 4, provided a comprehensive overview of
cyber threats we are facing, and the devastating impact that a cyber-attack can have on an organization and patients.
He provided an overview of the many products and services CISA offers free to organizations to help them prepare for
and prevent cyber threats and contact information for accessing these services. Klint stated that October is
Cybersecurity Awareness Month. A copy of his detailed presentation is attached. A question was raised on how
healthcare providers should respond to an attack. Klint stated this is dependent on the type of attack. He suggested
that organizations participate in a cyber tabletop exercise and that CISA will facilitate these at no charge. The tabletop
exercise walks you through scenarios and different responses. He stated that constant communication about these
threats is key.

Nursing Recruitment/Retention: Dr. Mary Lou Sole, Dean and Professor at UCF, provided an overview of the national
nursing shortage, causes, and actions for addressing this crisis. A copy of Dr. Sole’s presentation is attached. Chief Avery
raised a question on actions to increase the number of students accepted into nursing program as many are being



turned away. Dr. Sole stated that pipeline funds will allow them to expand programs and admit more students. Aaron
Kissler stated that many corporate hospitals have a policy prohibiting dual employment which has impacted public
health’s ability to secure nurses. Dr. Sole stated that mandatory overtime by hospitals also impacts this issue, and we
need to continue to lobby for competitive salaries for public health.

Overview of Changes in The Joint Commission (TJC) Emergency Management Chapter and Standards: John Corfield,
Orlando Health Emergency Management, presented an overview of the changes in TJC standards. John will share the
changes, including a comparison between the old and new standards and a checklist (see attached). He advised that the
Coalition offers services that can assist hospitals and other healthcare organizations, including a COOP planning
workshop and software. He stated that Orlando Health and AdventHealth created a family reunification plan template
to assist hospitals in creating a plan. Lynne advised that the Coalition will also again offer Hospital Incident Command
System (HICS) training at the annual conference.

Coalition Wrap-up: Reggie thanked all the speakers for their presentations. He asked and there were no further
announcements. Reggie advised that the next meeting is the annual conference on December 14, with pre-conference
trainings offered on December 13. The conference and trainings will be at Valencia College School of Public Safety in
Orlando, and a virtual option will also be available for most sessions. Reggie advised that an agenda and registration link
will be sent out in early October. Reggie stated that the quarterly communications drills will be held next week
(including a drill via Constant Contact and an Everbridge drill). He encouraged all members to respond. These drills
ensure that members can receive timely information in a disaster. Reggie also encouraged all attendees to complete the
electronic survey that will be sent out following the meeting; your feedback will help us make future meetings more
valuable. Reggie thanked all for participating.
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Central Florida

Central Florida Disaster Medical
Coalition (CFDMC)
Member Meeting

September 15, 2022 - 9 am to Noon
Note: Meeting is being recorded
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Reginald Kornegay, 2022 CFDMC Vice Chair

» Welcome & Announcements
September is National Preparedness Month

» For those on webinar, please submit your name and organization in chat.

» For those on the phone, please email your name and organization to
info@centralfladisaster.org



Presenter Notes
Presentation Notes
Reginald Kornegay (9 am – 9:05am)

Reggie will welcome the group and thank all participating. 
Remind the group that the webinar is being recorded and attendance represents consent to be recorded.
Reminder to put name/organization in chat if on the webinar or email coalition if on  phone.

Announcement:  September is National Preparedness Month.   Thank Alan Harris, Seminole County Emergency Manager, for recognizing the Coalition as a valued partner in the Seminole County National Preparedness Month proclamation.  Ask for a moment of silence in recognition of the 21st anniversary of 9/11.  
Announce new Board member – Michael Adams, representing Brevard County/Nursing Homes.  

Introduce Lynda D. W. G. Mason, Treasurer  

mailto:info@centralfladisaster.org

2022-2023 Budget

Lynda D. W. G. Mason, CFDMC Treasurer

Personnel $164,753
Travel $41,000
Equipment $90,000
Supplies $481,824
Contractual $0

Other $336,095
Total $1,113,672

i



Presenter Notes
Presentation Notes
Lynda  - 9:05 – 9:15 am (10 minutes for both slides)

Go over budget allocations:
Personnel – includes salaries and fringe for Coalition Executive Director, Project Manager, Part-Time Administrative Specialist, Trauma Executive Director.  Our personnel costs are lower than comparable healthcare coalitions in Florida

Travel:  This includes travel to required state and national meetings, but most of the travel expenses are to reimburse the state and national partners who participate in our annual full scale exercise as evaluators or volunteer management personnel

The equipment category is for items that are over $5,000, such as Zumro tents for new hospitals, and for our regional medical assistance team.  

Supplies:  This category is for hospital and other healthcare equipment that is under $5,000.  Approximately half of the coalition’s budget is spent on keeping our hospitals at minimum readiness for respond standards.

Contractual:  The Coalition does not contract out any services.

Other:  This category has all other expenses, including administrative expenses like the accountant, tax preparation and audits, insurance for the coalition, all training and expenses, and expenses to recruit and maintain our regional medical assistance team.   The annual budget is approved in advance by the Coalition Board, and DOH as the contract manager, and all expenses are audited monthly by the state and annually through a single federal audit.   

The annual budget is posted on the website.


2022-2023 Projects

» Many projects continue to build and sustain
regional capabilities

» New projects for this year include:
*Increased focus on Sustainability
*Marketing Plan (two-month social media
pilot to increase member engagement)

* Radiation Annex and Exercise (thanks to
Radiation Workgroup
Members)



Presenter Notes
Presentation Notes
Lynne was scheduled to do this presentation.  Lynda will apologize for Lynne (she has no voice) and present.

Continued projects include an annual Hazard Vulnerability/Risk Assessment, updating the Preparedness Plan, Response Plan and annexes (all are on the website), trainings, and exercises.   Thanks to all the Coalition members who serve on the workgroups who do this work.

Discuss new projects for this year (see slide)

A detailed traffic light report/project plan is posted on the website with bi-monthly updates on project status

At end of Lynda’s presentation, Reggie will introduce Klint Walker, Cybersecurity Advisor, Region IV�Department of Homeland Security, Cybersecurity and Infrastructure Security Agency (CISA)




Cybersecurity Threat Landscape-

Threats to Healthcare

Klint Walker, Cybersecurity Advisor, Region IV
DHS Cybersecurity and Infrastructure Security Agency (CISA)



Presenter Notes
Presentation Notes
Klint Walker – 9:15 to 10:15 (60 Minutes)

Following Klint’s presentation, Reggie will introduce Dr. Mary Lou Sole, UCF


Nursing Recruitment / Retention

Mary Lou Sole, PhD, RN, CCNS, FAAN, FCCM

Dean and Professor
Orlando Health Endowed Chair in Nursing

University of Central Florida



Presenter Notes
Presentation Notes
Dr. Sole – 10:15 to 11:15 am (60 minutes)

At the end of Dr. Sole’s presentation, Reggie will introduce John Corfield, Orlando Health Emergency Management


Overview of Changes in The Joint Commission
Emergency Management Chapter & Standards

John Corfield
Orlando Health Emergency Management

JOINT,COMMISSION IS COMING!

I AREYOUREADY? ®


Presenter Notes
Presentation Notes
John Corfield – 11:15 am to 11:45 am (30 minutes)
Following John’s presentation, Reggie will do wrap-up.



Sess s
WRAP UP

- Questions?

- Other Announcements?

- Next Meeting: Save the Date!
Annual Conference — Wednesday, December 14
Pre-conference Trainings — Tuesday, December 13

- Reminder — Please Respond to Next Week’s Everbridge Drill

» Meeting Evaluation (e-survey following meeting)



Presenter Notes
Presentation Notes
Reggie – 11:45 to noon

Ask if there are any questions, or any other announcements?

Reminder to save the date for the annual conference.  We hope to be face to face this year at Valencia College School of Public Safety in Orlando, and will also offer a virtual option for most of the conference sessions.   The agenda will be published in early October.

Remind members that there will be a quarterly communications drill next week (one via Constant Contact and one via Everbridge).  We encourage all members to update their Everbridge profile and respond to both drills.  These drills help us ensure that members can receive notice of disasters or health alerts.   If you have any issues with Everbridge or do not receive the drill, please contact Lynne at the Coalition.

Encourage members to complete the electronic survey which will be sent out following the meeting.

Thank all for attending!


CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

CYBERSECURITY THREAT LANDSCAPE:
THREATS TO HEALTHCARE

Jason Burt

Cybersecurity Advisor, Region IV
Cybersecurity Advisor Program
Cybersecurity and Infrastructure Security Agency

Jason Burt
September 16, 2022
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For Want of a Nalil

For want of a nail the shoe was lost.
For want of a shoe the horse was lost.
For want of a horse the rider was lost.

For want of a rider the was lost.

For want of a the battle was lost.

For want of a battle the kingdom was lost.
And all for the want of a nail!

Jason Burt

September 16, 2022 2




For Want of the Data

For want of the Data the Asset was lost.
For want of the Asset the Process was lost.

For want of the Process the System was
For want of a System the was
For want of a the Service was

ost.
ost.
ost.

For want of a Service the Mission was lost.

And all for the want of the Datal!

Jason Burt

September 16, 2022
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The
Nation’s
Risk
Managers

The Cybersecurity and
Infrastructure Security Agency
(CISA) is the pinnacle of national
risk management for cyber and
physical infrastructure

FEDERAL
NETWORK
PROTECTION

EMERGENCY

COMMUNICATIONS

PROACTIVE
CYBER
PROTECTION

INFRASTRUCTURE
RESILIENCE &
FIELD OPERATIONS
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2022



CYBER+INFRASTRUCTURE

CYBERSECURITY + INFRASTRUCTURE SECURITY AGENCY

REGION IV

REGIONAL LOCATION: SIZE: ESTIMATED KEY FACTS:
OFFICE: 8 394,420 POPULATION: - Contains 17 nuclear power
ATLANTA, ST ATES S QU AR E 65.733 facilities (with applications for nine

new sites pending). These facilities

GEORGIA 6 MILES MILLION supply 29 percent of the nation’s

electrical power output
JEI!IB()A“I-S - Harbors six nationally critical ports

- Home to 7 of the country’s
fastest growing cities: Orlando,
FL; Nashville, TN; Cape Coral, FL;
West Palm Beach, FL; North Port,
FL; Lakeland, FL; and Raleigh, NC
(2018 data).
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CISA Mission and Vision

Cybersecurity and Infrastructure Security Agency (CISA)

Mission:

» Lead the collaborative national effort to strengthen the security and resilience of America’s
critical infrastructure

Vision:

» A Nation with secure, resilient, and reliable critical infrastructure upon which the American way
of life can thrive

Jason Burt
September 16, 2022




CYBERSECURITY ADVISOR PROGRAM
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16 Critical Infrastructure Sectors &
Corresponding Sector-Specific Agencies
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What’s your Impact?

16 Critical Infrastructure Sectors &

1. Which two sectors would Corresponding Sector-Specific Agencies
impact you the most if they were

hit with an event?
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CYBER THREATS

Jason Burt
September 16, 2022
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Today’s Risk
Landscape

America remains at risk
from a variety of threats:
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Information — Data associated with the service
People — Those who operate and monitor the service
Technology — Systems that automate and support the service

Facilities — Where the service is performed
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Disruption of Assets
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Disruptions affect assets first.
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Leads to Disruption of Processes
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Leading to Mission Failure

OPERATIONS
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Disruption of business processes can lead to mission failure.
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INCIDENT #1 - MEDNAX

e HQ -- Sunrise, FL https://www.mednax.com/

« MEDNAX is a healthcare business associate that provides revenue cycle management and administrative services to
physician practice groups.

» Unauthorized access began on June 14, 2020
* 1.29 million individuals affected

« Threat actor “gained access to certain Microsoft Office 365-hosted business email accounts through a successful
phishing attack”

 Information exposed: contact details, dates of birth, SSNs, driver’s license number, state identification numbers,
financial account details, health insurance information, Medicare or Medicaid numbers, medical information,
treatments, and procedures

Sources:
https://www.hipaajournal.com/email-account-breaches-reported-by-meharry-medical-college-and-mednax-services/

https://www.databreaches.net/mednax-services-notifies-patients-of-data-breach/

Jason Burt
September 16, 2022

https://www.beckershospitalreview.com/cybersecurity/10-biggest-patient-data-breaches-in-2020.html 18

https://oag.ca.gov/system/files/Attachment%20-%20CA%20Individual%20Notice%20L etters.pdf



https://www.mednax.com/
https://www.hipaajournal.com/email-account-breaches-reported-by-meharry-medical-college-and-mednax-services/
https://www.databreaches.net/mednax-services-notifies-patients-of-data-breach/
https://oag.ca.gov/system/files/Attachment%20-%20CA%20Individual%20Notice%20Letters.pdf
https://www.beckershospitalreview.com/cybersecurity/10-biggest-patient-data-breaches-in-2020.html

INCIDENT #2 — SALUSCARE

 HQ -- Ft Meyers, FL https://www.saluscareflorida.org/

« SalusCare is a provider of behavioral healthcare services in Southwest Florida
« Attack occurred March 16, 2021

« “The cyberattack is believed to have started with a phishing email that was used to deliver malware. The malware
was used to exfiltrated its [SalusCare’s] entire database to an Amazon AWS storage account.”

« 85,000 individuals were affected

Sources (Continued):

o https://www.hipaajournal.com/saluscare-takes-legal-action-against-amazon-to-obtain-aws-audit-logs-to-investigate-data-breach/

Jason Burt
o https://www.news-press.com/story/news/crime/2021/03/25/hackers-breach-saluscare-medical-patient-employee-records/6997752002/ September 16. 2022

o https://nbc-2.com/news/2021/03/24/saluscare-experiences-cyber-attack-on-patient-employee-data/ 19

e https://www.businessinsurance.com/article/00010101/STORY/912340726/SalusCare-suffers-malware-attack-patient-data-breached



https://www.saluscareflorida.org/
https://www.hipaajournal.com/saluscare-takes-legal-action-against-amazon-to-obtain-aws-audit-logs-to-investigate-data-breach/
https://www.news-press.com/story/news/crime/2021/03/25/hackers-breach-saluscare-medical-patient-employee-records/6997752002/
https://nbc-2.com/news/2021/03/24/saluscare-experiences-cyber-attack-on-patient-employee-data/
https://www.businessinsurance.com/article/00010101/STORY/912340726/SalusCare-suffers-malware-attack-patient-data-breached

INCIDENT #3 - LEON MEDICAL CENTERS (LMC)

« HQ -- Miami, FL https://leonmedicalcenters.com/

» Attack occurred Nov 8, 2020

» Conti ransomware operators used a phishing email to access Leon Medical Centers’ network, steal data, and publish
some data to the internet

 This significant breach will necessitate:
» Notifications to former and current employees and former and current patients as well as HHS.

« LMC to deal with all their exposed bank, credit card, and payroll-related accounts.
« LMC to remind/retrain employees about the kinds of targeted phishing or social engineering attacks that can
now be more tailored or convincing because Conti acquired and dumped information on their executives and

employees.

Sources:

https://www.databreaches.net/exclusive-conti-describes-how-they-attacked-leon-medical-centers-shows-databreaches-net-almost-2-million-patient-related-files/

Jason Burt
September 16, 2022

https://www.prnewswire.com/news-releases/leon-medical-centers-llc-provides-notice-of-data-security-incident-301203601.html 20

https://www.databreaches.net/leon-medical-center-confirms-ransomware-attack-credits-employees-and-staff-with-providing-quality-care-despite-attack/



https://leonmedicalcenters.com/
https://www.databreaches.net/exclusive-conti-describes-how-they-attacked-leon-medical-centers-shows-databreaches-net-almost-2-million-patient-related-files/
https://www.databreaches.net/leon-medical-center-confirms-ransomware-attack-credits-employees-and-staff-with-providing-quality-care-despite-attack/
https://www.prnewswire.com/news-releases/leon-medical-centers-llc-provides-notice-of-data-security-incident-301203601.html

INCIDENT #3 - LEON MEDICAL CENTERS - CONTINUED...

Conti ransomware operators' description of how they accessed the network using a phishing email as the attack vector:
* An email containing the exploits in the attached document. It was opened by a user with citrix access.
* Then, using the CVE-2020-0796 vulnerability, rights were raised to the local administrator.

« After that, using the program Blood Hound we found computers where there are authorization data domain
administrators.

« The computer was found, we were able to get access to it and spread the network. We found local administrator
computers where passwords to different resources were stored in the open.

« We found out where there were backups, SQL, etc. Then we found the local computers of your domain
administrators.

« With the help of mimmkatz, passwords of administrators on these computers were obtained. Going to the RDP on
them, we found Key Pass programs from where we got access to your AV server.

Sources (Continued):

https://www.databreachtoday.com/patient-files-dumped-on-darknet-site-after-hacking-incidents-a-15969

Jason Burt
September 16, 2022

https://www.hipaajournal.com/ransomware-gang-dumps-data-stolen-from-two-u-s-healthcare-providers/ 2 1

https://www.beckershospitalreview.com/cybersecurity/hackers-get-patients-phi-after-inflicting-malware-on-florida-hospital-s-computer-network.html



https://www.databreachtoday.com/patient-files-dumped-on-darknet-site-after-hacking-incidents-a-15969
https://www.beckershospitalreview.com/cybersecurity/hackers-get-patients-phi-after-inflicting-malware-on-florida-hospital-s-computer-network.html
https://www.hipaajournal.com/ransomware-gang-dumps-data-stolen-from-two-u-s-healthcare-providers/

HOW ARE TARGETED?

SOCIAL NETWORKING —@ ONLINE RESUMES

LINKEDIN —@ — ORGANIZATION CHARTS
MEDIA — === TRADE ASSOCIATIONS

CONFERENCES — — TRAVEL
JOB POSTINGS _ @ = DUMPSTER DIVING
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i (] ot Hi, I'm on wacaon in Londaon ard vy momney and AspOr Ware su BJEET

mich ey sl on: el chmmobe gileban ol afl rery By Cosbed g wir ;ynm ;aﬁn. i Fna..-...mr Auarsarica

= |g the sender's amail address rom a suspicious Theay gavea rme a special ink s ihis goes g inlo my scocunt armd

= Did | receive an email that | normally would
gat during regular businass hours, but it

L e A o, iy was sent al an unusual time like 3 a.m.7

! WLy L Mg M A E RO T
: Monday Decambar 12, 2018 300 pm 4

domain {like micorsaft-supgort, com)? | can bury @ Hoket home: = Did I gat an email with a subject line that is
; ; irrelevant or does not match the meszags
= lden't know the sender personally and hey — P ——
ware not vouched for by someons | trust 4 = I:f
% " a » = * |z the amall message a reply 1o somathing
= ldon't have a business relationship nor any past vour GEC — | never sent ar requested 7

communications with the sendes,

= This is an unexpected or unusual email with an ~
embadded hyparlink or an attachmeant fromm
someona | haven't communicated with recentky, mm HM EN‘I‘S

m = The sender included an email attachment that | was not expecting or that
makes no sense in relaton to the amail messages. (This sender doesnt
= | was cc'd on an email aant 10 one or mone pecple, but | den’t crdinarily send me this type of attachmant.)
personally know the other peocple it was sent to. = | gea an attachmant with a possibly dangercsus file type. The only file typa

= | recalved an emall that was also sant 10 an unusual mix of people that is always safe to click on is a txt fils

For instancea, it might e sent 1o a random group of people at my
organization whose last names start with the same Betber, or a whioks

lig! of urralated addrassas i [:ﬂNTENT
(& HYPERLINKS l e sender skina 70 5 Sl o s s an aachrmant 15 sveid  regaive

I= the ermail out of the ordinary. or does it have bad grammar o spelling errors?
Ig the sender askeng me to click a link or opan up an attachment that seems odd or llloglcal?

®

= | howvar my mousa owvar a hypearlink that's displayed in the email messaga, but
tha link-te address is for a different website [(This is a kig red flag. )

= | received an email that only has leng hyperlinks with ne further infermation. = D | have an uncomfortable gut feeling about the sender's request to open an attachmeant
and tha rast of the amail is complately blank or click a link?

= | recaived an amail with 8 hyperlink that is a misspalling of a known web site. For = |z the email asking me to look at & compromising or embarrasaing picture of myasf or
instance, www. bankofamanca.com — the "m” is really two characters — “r" and “n.” somecns | know?

Especially under the prevailing conditions — Always Pause and Ask:

Is this message expected?
Do | recognize the sender of this email?
Is there something odd about the email address?
Verify the email address/domain by hovering the cursor over an email address orembedded
link, withoutclicking; the actual destinationappears in a text boxor bubble.
Is there a needlessly urgent call to action in the email?
Is the action sought odd or unfamiliar?
Are my network access credentials requested after clicking to open alink? Jason Burt
MEVER enter user name and password in these circumstances! ptember 16, 2022

Be Attentive — and Protect Yourself and the Network




PHISHING EXAMPLE #1

To: <Stakeholder List>
From: Apples Customer Relations <freeapplesforyou@apple.org>

Subject: Free iPad — Just Complete a Survey!

We would like to invite you to be part of a brand new pilot program to get our new product in the hands
of users before official release. This assures that any issues or errors are mitigated before the release.
If you are accept to participate in this programall we ask is that you submit a survey at the end of the
Pilot. You be able to keep iPad at the end for free!

Apples Customer Relationships Office

Apples Campus, Cupertino, California 95114

\

Jason Burt
September 16, 2022
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https://not-apples-web-site.net/

PHISHING EXAMPLE #2

To: <Stakeholder List>
From: OBRM <OBRM@organization.org>
Subject: Future Budget Plans

In the coming weeks, our state’s leadership will be working to draft a plan to prevent long term financial issues and ways to avoid
human resource reductions. All departments within the State Government are being directed to draft a plan to help meet projected
budget shortages and find ways to reduce spending within the State Government.

We have been asked to work more efficiently with less. As a result, many budgets and programs are also facing significant reduction.
The Office of Budget and Resource Management has developed a draft plan that will address any potential budget shortcomings.

To learn more about the budget and how your program maybe affected, please visit https://www.organization.org/budget

If you have any questions or concerns, we’d love to hear them. Please emails us here budget@organization.org

Office of Budget and Resource Management

Jason Burt
September 16, 2022
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https://not-organization-at-all.org/phish-me-now
https://another-phishing-site.org/gotcha

OPERATIONAL RISK & CYBER RESILIENCY
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Resilience Defined

“... the ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions. Resilience includes the
ability to withstand and recover from deliberate attacks, accidents, or

naturally occurring threats or incidents...”

- Presidential Policy Directive 21
February 12, 2013

Protect (Security) Sustain (Continuity)
Perform (Capability) Repeat (Maturity)

Jason Burt
September 16, 2022




Emergent Property of Operational Resilience

* The emergent property of infrastructure
requires an entity to

* Prevent disruptions from occurring and
» Respond quickly and recover from disruptions in its
most critical business processes.

« Emergent property of operational resilience is
essential to critical infrastructure.

Jason Burt
September 16, 2022




What Is An Emergent Property?

« Consider your health.
* How do you become healthy?
« Can you buy good health?
» Can you “manufacture” good health?

» Good health and resilience are both emergent
properties.

» They develop — or emerge — from what we do.

Jason Burt
September 16, 2022




Operational Resilience in Practice

Operational resilience emerges from what we do, such as:

* Identifying and mitigating risks,

Planning for and managing vulnerabilities and incidents,

Performing service-continuity processes and planning,

Managing IT operations,

Managing, training, & deploying people,

Protecting and securing important assets, and

Working with external partners.

Jason Burt
uchember 16, 2022




Working toward Cyber Resilience

Follow a framework or general approach to cyber resilience.
One successful approach includes:

Identify
Services

Create Asset '_y ~ Protect& _) Disruption
Inventory ' ' Sustain ' . Management

Assets

Establish
. continuity

Establish risk
. management,

|dentify and
prioritize

|dentify assets and
- align assets to :

-inventory assets

. requirements, control:
- objectives, and

I I I I

I I I I

I I I I

I I I I

I I I I

I I I I

I I I I

\ oo ] . S - - : . .|
services . 1 :services and e resilience | requirements for !

1 1 [ 1 3 1

1 1 1 o

I I I I

I I I I

I I I I

I I I I

I I I I

I I | I

Process Management and Improvement

Cyber
Exercise

. Define objectives for
. cyber exercises, :
. perform exercises, |
-and evaluate results :

31



CISA CYBER SERVICES

Jason Burt
September 16, 2022
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Criticality of Periodic Assessments

* Periodic assessments are essential for resilience
« Can'’t protect if you don’t know what needs protection

« Can’t fix what needs if you don’t know what’s wrong

Jason Burt
September 16, 2022




Protected Critical Infrastructure Information Program

Protected Critical Infrastructure Information (PCIl) Program Guards Your Information

« Sensitive critical infrastructure information voluntarily given to CISA is protected by law
from

* Public release under Freedom
of Information Act requests,

* Public release under State, local,
tribal, or territorial disclosure laws,

» Use in civil litigation and
« Use in regulatory purposes.

Jason Burt
September 16, 2022




Range of Cybersecurity Services

STRATEGIC
(C-Suite Level)

« Cyber Resilience Review (Strategic)

« External Dependencies Management (Strategic)
» Cyber Infrastructure Survey (Strategic)
» Cybersecurity Evaluations Tool Strategic/Technical)

* Phishing Campaign Assessment (EVERYONE)

* Vulnerability Scanning / Hygiene (Technical)
« Validated Architecture Design Review (Technical) ------------------=----m-mocm oo ee -

* Risk and Vulnerability Assessment (Technical) -----------=--=--m--memmemmmmemee e

TECHNICAL

(Network-Administrator Level)
Jason Burt

September 16, 2022




VULNERABILITY SCANNING / HYGIENE

JJJJJJJJJ
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Vulnerability Scanning / Hygiene

Purpose: Assess Internet-accessible systems for known vulnerabilities and
configuration errors.

Delivery: Identify public-facing Internet security risks, through service
enumeration and vulnerability scanning online by CISA.

Cyber Hygiene

Assessment

Benefits:

« Continual review of system to identify potential problems

*  Weekly reports detailing current and previously mitigated vulnerabilities
« Recommended mitigation for identified vulnerabilities

Network Vulnerability & Configuration Scanning:
* Identify network vulnerabilities and weakness

Jason Burt 37
September 16, 2022




Cyber Hygiene Report Card

H i g h Level F i n d i n gs CYBER HYGIENE i 27 Rl
REPORT W wcisanmocs 4
= [atest Scans CARD
October 28, 2019 — January 27, 2020

= Addresses Owned January 18,2020 — Janusry 21,2020

Wulnarabibey Scaed on Al Hosts

) U’ ADDRESSES OWHNED ADDRESSES SCAMNED
u Add resses Scanned e Hosts with 145,035 i 1‘5'036 fo)
uuuuu portad N Chings #o Change
st i

106Fe ol sddreyuey v annad

| HOStS . 13 HOSTS SERVICES

®  Fotentially Rihy 417 2 3,188 *

Dpen Services Mo Changs |-\gw ol 3

u SerVICeS 4::,0 WULMERAELE HOSTS VULMERABILITIES

150 'l- 412 &

rearse ol 4T

WEEFRALE i

=  Vulnerable Hosts M hoss el
= Vulnerabilities

- = - POTEMTIALLY RISKY
VULMERABILITIES OFEN SERVICES

SEVERITY BY WULMIRABILITY
PROMINENCE RESPONSE TIME ‘ i . ;w

Vulnerabilities A @O
._.5.“ .gm

= Severity by Prominence e W :*;::m :':;
= Vulnerability Response Time g S
= Potentially Risky Open Services ‘ g ‘ o

........

Jason Burt
September 16, 2022
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CYBER RESILIENCE REVIEW

Jason Burt
September 16, 2022
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Cyber Resilience Review

« Purpose: Evaluate operational resilience and cybersecurity practices of
critical services.

* Delivery: Either
 CSA-facilitated, or

» Self-administered
» Benefits include: Helps public and private sector partners understand Cyber Resilience Review (CRR):

and measure cybersecurity capabilities as they relate to operational Question Set with Guidance
resilience and cyber risk

February 2016

CRR Question Set & Guidance

Jason Burt
September 16, 2022




Critical Service Focus

Organizations use assets (people, information, technology, and facilities) to provide
operational services and accomplish missions.

W
s
2
=
oc
LLI
o
o

Information

Technology

Facilities

SERVICE A

W
SERVICEB W
SERVICE C

Jason Burt
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Cyber Resilience Review Domains

Asset Management
Know your assets being protected & their requirements, e.g., CIA

Configuration and Change Management
Manage asset configurations and changes

Controls Management
Manage and monitor controls to ensure they are meeting your
objectives

External Dependencies Management
Know your most important external entities and manage the risks
posed to essential services

Incident Management
Be able to detect and respond to incidents

Risk Management
Know and address your biggest risks that considers cost and your risk
tolerances

Service Continuity Management
Ensure workable plans are in place to manage disruptions

Situational Awareness
Discover and analyze information related to immediate operational stability
and security

Training and Awareness
Ensure your people are trained on and aware of cybersecurity risks and
practices

Vulnerability Management
Know your vulnerabilities and manage those that pose the most risk

For more information: http://www.us-cert.gov/ccubedvp

Jason Burt
September 16, 2022



CRR Sample Report iz

Each CRR report includes: Domain performance of

existing cybersecurity

percentage of ractics C‘"“YP::;:irH ;erfurmance Compared to All CRR Pamclpanls it - st Ca p a b i I ity a n d 0 pti 0 n S fo r
100%
ke eyt ey consideration for all responses
—) /\ —_ 1 e
B TR T = .
- \/‘_\ / \ / e - " ‘- DOMAIN 1: ASSET MANAGEMENT
3 = " [ T ama|
gm/ \x/ \ / — - ¢ — dle a|c s
] - u ¢
g 50% 5 \ / - 0 I The purpose of Asset Management (AM) is to identify, document, and manage assets during their life cycle
% \ / ____ o = 'l to ensure sustained productivity to support critical services, There are seven goals in t Management:
E’ 0% - . (Goal 1 - Identify & prioritize eritical services
g \ / \ — Goal 2 - Inventory assets, and establish the authority and responsibility for these dssets
S W . — + Goal3 - Establish the relationship between assets and the services they sugport @)
\ - » . (Goal 4 - Manage the asset inventory
0% W " - +  (oal 5 - Manage access to assets
. - - - Goal & - Prioritize & manage information assets
— = - (Goal 7 - Prioritize & manage facility assets
o = - The following contains questions asked during the CRR e'dsset Management domain, and
your organization's response to these questions. In whem is noted as “Incomplete” ar
- S - ¢ - “No”, there is an accompanying Opuunfurﬂonn?{
"'":‘ . - : [ ] (Goal 1 - Identify & prioritize critical services
. . e : = 1. | Are critical services identified? [SC-SG2. sri!\ AV J
— & Anmncalsemnes rigritized based gn analysis,of potentia Incomplete
Comparison data with : : ] :
. . = 4 a2 |
other CRR participants == : - eon oo
e i R N | 1 "Contingency PL Guide for Federal Informati
*facilitated only | =l . — i i
- T1 | CAR S Aisedimant U 800
Feaple
& Information | Incomplete |
= ” N— [~ I i
A summary “snapshot  —  —
. Q1 | CERT-RMM Reference: [ADM:SGLSP1] Identiy and imventory criteal assets. An organization must be able
graphic, related to the NIST ity i e de . s i e i
Aﬂlhmmal Reference: NIST 5P 800-18, Revision 1, "Guide for Developing Security Plans for Federal
. || Information Systems" (pages 2-)
Cyber Security Framework.

Jason Burt
September 16, 2022
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EXTERNAL DEPENDENCIES MANAGEMENT

ASSESSMENT

JJJJJJJJJ




EDM Assessment Organization and Structure

Structure and scoring similar to Cyber Resilience Review

Uses one Maturity Indicator Level (MIL) scale with three lifecycle domains.

Relationship Formation

Assesses whether the acquirer evaluates and controls the risks of relying on external entities before entering into
relationships with them.

Relationship Management and Governance

Assesses whether the acquirer manages ongoing relationships to maintain the resilience of the critical service, and
mitigate dependency risk.

Service Protection and Sustainment

Assesses whether the acquirer accounts for its dependence on external entities as part of its operational activities
around managing incidents, disruptions, and threats.

Jason Burt
September 16, 2022




EDM Assessment Report

Each EDM report includes:

* Performance summary of
existing capability managing
external dependencies

EDM MIL 1-5 Performance Summary

[erpe—

f oo [e[e e e e
IH B B B BB
il B E BN
'E R B EERE
HE E EHEEN
[ =
-
;g Gl 61 63 G4 G5 66
ifE W OE mEE W \
E H E B EEE i
H W E EEN
g m = m=
m ¥ = =
= |
; Y s 2
T T ;
;1&‘ = = '
[ Lege
" om =
E BN
- . =

» Comparison data with
other EDM participants

EDM MiIL-1 Performance Summary

L1 Summary

— Sub-domain performance of
_ existing capability managing
. external dependencies and
Y 7 ' options for consideration for
all responses

onr o . - . Relationship Formation

Service Promection Goult - == wrderde T . [} 1 Relationship Formation

ApRiE) RUOHER B -4 P MR
=E| =g| TE| B

SE| DE| E| iE -

i 3

o W o dow e s o o mw o ww amw

Maturity Indicator Level® vs. All Participants

—_— Jason Burt
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CYBER INFRASTRUCTURE SURVEY
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Cyber Infrastructure Survey (CIS)

« Purpose: Evaluate security controls, cyber preparedness, overall resilience.
 Delivery: CSA-facilitated

* Benefits:

 Effective assessment of cybersecurity controls in place for a critical service,

« Easy-to-use interactive dashboard to support cybersecurity planning and resource

allocation.

Jason Burt
September 16, 2022




CIS Dashboard - Comparison

Shows the low, median, and high performers
Compares your organization to the aggregate

4 ™
Cyber Protection Resilience
Bl rour Score
Cybersecuriby Management I:l
B Comparison High
Cybersecurity Forces I:l <> Comparisan Median
< Comparison Low
Cybersecuriby Controls
Incident Response
Dependencies |:|
I I T I |
50 &0 70 "D o 1040
AN /
Jason Burt
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Example of CIS Dashboard

Scenario:
O Where should we to invest?
O Weakest area in comparison

= CIS A a ?hFc))\eNe:ﬁanagement

Threat-based PMI: el @
U Natural Disaster

O Distributed Denial-of-Service
O Remote Access Compromise
Cyber Infrastructure Survey for O System Integrity Compromise

Cybar Protection Resilience
Invclex
Point Of Contact and Faricipants Thieal Overley: o ] i S i

Critical Senvice Information

& Home & Logowl

~

Cyber Protection Resilience

er Protection Resilience \
B rour Sooe

B Companson Hign

Cybersecurity Managemant

Cyibgrsoounty Leadasng

Fvendony
Syabem Archilechrs

Secunsy Archiechur

Changs Marageman < LRmpaan Fodiae

Utcycia Teacking #  COTpETEon Low
Accrecitnbon and Assessmen]

Cybersecurity Plan
1

Cylsrgada ity Exprcssg

Extornal irirmation Sharing \ Comparison:
Q Low Performers

O Median Performers
O High Performers Jason Burt
September 16, 2022




CISA Contact Information

Jason Burt Jason.Burt@cisa.dhs.gov

Region IV Cybersecurity Advisor (202) 578-9954 (Cell)
(Alabama, Mississippi, Florida)

Klint Walker Klint.Walker@hq.dhs.gov

Region IV Cybersecurity Advisor (404) 895-1127 (Cell)
(Georgia, Tennessee, Kentucky)

Sean McCloskey Sean.McCloskey@hq.dhs.gov

Region IV Cybersecurity Advisor (202) 578-8853 (Cell)
(North Carolina, South Carolina)

Jason Burt
September 16, 2022

Cybersecurity and Infrastructure Security Agency
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NURSING SHORTAGE

37,400 Projected
Shortage by 2035

1% Florida's RN nurse vacancy
rate v. 9.9% national average

Aging Nursing and
Faculty Workforce

COVID-19 Burnout
and Attrition

Shortage prior to COVID-19, but
pandemic exacerbated it

Increasing Population
& Aging Population

A 59,100

Florida's projected nurse shortage by 2035

AT A GLANCE | PROJECTED SUPPLY ADEQUACY

- '&‘w’_
3

RN % Adequacy, 2035
g Excess

Adequate ‘

B Inadequate ‘

37,400RNs ¥
21,700LPNs ¥

- p=
na |
&
‘ -~
LPN% Adequacy, 2036
-, Excess

Adequate

-
B Inadequate ‘
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Nursing Shortage Issues

Over 260,000 nurses leave the profession annually

« Not being replaced quickly '. x

* New nurses lack experience l ! L

« Each % change in retention costs about $379,000 - - ,
* 11% pre COVID-19 to 25%)! -

« Average loss for a hospital of $5 to $8 million annually
@ C
*‘Iﬁ;l\?i

£

This Photo by Unknown Author is licensed under CC BY

* Erosion of quality of care
v 7_ y

https://www.healthstream.com/resource/blog/seven-nurse-retention-strategies-that-you-can-use-now

Turnover Highest: Critical Care/ED, LPNs, CNAs

COVID-19is driving many
nurses away from the bedside

Critical Care

f@\ r@‘ /@'\ (@\ MedicalfSurgical & Telemetry

® @ 2 © Emergency

Toutof4 TOTALRNs
RN’s left positions in the last year Procedural Services
Surgics!senvces

o @ e
0% 5% 10% 15% 20% 25% 30% 3t

Toutof3
Critical care nurses
left positions in the last year

*the highest turnover rate ever seen in Florida

FHA Spring 2021 Survey




Causes of Shortage

» Aging population
* more people >65 than ANY TIME in history

» Aging workforce
 1/4 of workforce >50

+ COVID-19

* Nurse burnout

+ Career and family

 Travel nursing phenomenon

* Regional population growth \
» Higher needs in those with high retirement populations
» Every state 11% growth through 2022

* Violence in the workforce

https://www.ncbi.nlm.nih.gov/books/NBK493175/

Shortage Outcomes

« Patient Care * Nurse
« Errors * Burnout and dissatisfaction

« Higher morbidity and mortality * Leaving the profession
* Failure to rescue

This Photo by Unknown Author is licensed under CC BY-NC-ND

9/14/2022



Local Impact

» AdventHealth Orlando has over 140 vacant nursing positions, according to its
website

+ Orlando Health has over 750 openings in the Orlando area
* HCA Healthcare Florida has over 200, according to its website

Source: Orlando Sentinel

WHAT SHOULD FLORIDA DO?

A The nurses needed in 2035 just entered Kindergarten this fall!

‘) Increase classroom and clinical training opportunities.

—

O-— :

v — |
' \ 5 a 0 /\lfy

NURSE RECRUITMENT CAREER IMPROVE LICENSING DATA
EDUCATION AND RETENTION LADDERS EXAM PASS RATE COLLECTION

9/14/2022
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FHA Report: Recommended Action ltems

1. Increase availability of clinical sites for nurse training.

2. Increase supply of qualified faculty and campus resources for nursing
programs.

3. Study why some nursing programs have low NCLEX pass rates and
identify strategies and resources required to improve the state’s overall
NCLEX pass rates.

4. Facilitate opportunities for nurses to enhance their education, including
LPNs working towards a career as a RN, nurse-to-BSN programs, and
RNs working towards a career as an APRN.

Source: Florida Hospital Association and the Safety Net Hospital Alliance of Florida engaged IHS Markit to develop projections of future supply and demand for RNs, LPNs, APRNs, and physicians in the state.

11

FHA Report: Recommended Action ltems

5. Study why nurses move to or leave Florida and create innovative solutions to
increase retention and improve recruitment from other states.

6. Study why Florida nurses have left the workforce or have chosen to work part
time, and identify strategies to increase labor force participation rates.

7. Implement policies and practices where all members of the healthcare team can
practice at the highest level their license, education and training allows.

8. Focus expansion of nurse training programs in underserved communities,
including options for training nurses in non-metropolitan areas.

9. Implement a survey for nurses, like that implemented for physicians, at time of
nurse license renewal.

Source: Florida Hospital Association and the Safety Net Hospital Alliance of Florida engaged IHS Markit to develop projections of future supply and demand for RNs, LPNs, APRNs, and physicians in the state.

12

9/14/2022



Nursing Education

EDUCATION

* Increase enrollment in nursing programs at all levels: LPN, ASN, BSN

* Challenges
* Budgets
» Faculty
* Clinical Sites
+ Simulation Needs
« State funding support 2022 to increase enroliment
* PIPELINE funds for the universities
 Other funds for the state colleges
 LINE funds for partnership projects

13
X Recruitment and Retention
RECRUITMENT
AND RETENTION
* 4.3 million RNs
* Crucial in delivery of care
» Addressing health disparities
* Improving health of individuals, states, and the nation
» Harness the power of nurses!
* Build an adequate supply of nurses
» Create safe, empowering, and healthy work environments
» Create policy that supports quality health care
* Enable laws and regulations that enable nurses to practice at the full extent of
their education and licensure
https://www.nursingworld.org/practice-policy/workforce/
14
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Retention Strategies

 Financial compensation / benefits * Nurses practice at highest level of license
+ Florida median $75K ($36/hr); * Effective communication
* Insurance * Respect and recognition
* Education » Shared governance
* Bonuses * Magnet and Pathway to Excellence
« Flexible scheduling certifications (ANCC)

* Certification reimbursement
» Work life integration
* Maximum use of technology
* In-house travel pools

Bureau of Labor Statistics, U.S. Department of Labor, Occupational Employment Statistics, April 1st, 2022
Identifying effective retention strategies for front-line nurses - PubMed (nih.gov)

15

Other Retention Strategies

» Early engagement of organizations with students via scholarships
» Engage from the first touch in recruiting and hiring

 Establish a hiring standard

» Put science in employee selection

» Adopt a structured competency nurse residency program

* Actively support career development

» Support clinical decision making at the point of care

https://www.healthstream.com/resource/blog/seven-nurse-
retention-strategies-that-you-can-use-now

16



10 ways to support nurses

1. Advocate for change 6. Offer better benefits
2. Increase access for nursestolearn 7. Address bullying

new skills 8. Create space for nurses’ voices to
3. Offer emotional wellness and be heard

mental health training to nurses 9. Increase respect for nurses’ well-
4. Ensure adequate staffing being
5. Increase nurse base pay 10. Increase access to mentors and

career coaches

https://nursejournal.org/articles/how-to-support-nurses-
considering-resigning/

17

H E\ Career Ladders

CAREER
LADDERS

» High school pipeline programs

+ High school nursing assistant programs

* LPN programs

* LPN to RN

* LPN to BSN

» Paraprofessional programs to nursing (e.g., firefighter/paramedic/respiratory)
* Nursing as a second profession

» Career ladders for bedside nurses

18
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Addressing Shortage by Increased Enrollment
and Alternative Pathways

Orlando Sentinel News

Amid nursing shortage, a high school
teacher and IT consultant step up to fill in
gaps

Sayid Yasin, 28, comes from a family of nurses including his
parents, cousins, aunts and uncles....

September 4, 2022

Amid nursing shortage, a high school teacher and IT consultant step up to fill in gaps — Orlando Sentinel

19
O-—
W —
- I Li P Rat
IMPROVE LICENSING
EXAM PASS RATE
Florida has the lowest pass rate in the nation on the NCLEX RN exam!
Exhibit 3: Average NCLEX Passage Rates for Public and Private Schools by Program Type
and For-Profit Status, Compared to National Average
FL Public National
Program
NCLEX # NCLEX | NCLEX # NCLEX " NCLEX # NCLEX #
Avg. Avg. Avg Avg. Avg. Avg.
LPN 86.7% 61| 85.9% 58.8 82 | 785% | 40| 828% | 4 | 21.8% 38
AD-RN 88.6% 31| 85.1% 529 | 128 | 61.0% | 77 | 81.5% 20| 159% 31
BD-RN 93.7% 11| 91.6% 85.9 41 | 82.6% | 13| 91.0% 22 | 46.0% 6
Data from Florida Center for Nursing 2019 Report on Nurse
Edcuation (2018 Rates)
20
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~ Data Collection

DATA
COLLECTION

* Accurate data related to workforce essential

* Professional organizations
» American Association of Colleges of Nursing
* National League for Nursing

+ State Offices

* Florida Center for Nursing

21
Florida . .
F CN Center for Nursing
-
7
DATA
COLLECTION
* Florida Statute—FCN to collect data and provide reports related to the nursing
workforce
» Workforce data
» Education data
* Project needs
» Create strategic plan to address nursing workforce
* In partnership with Florida Nurses Association (FNA)
* Housed at USF; previous at UCF
https://www.flcenterfornursing.org/
22

9/14/2022
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Alternative
Care Delivery
Models Needed

* If not enough nurses, what else
can be done to ensure safe,
quality care?

« Different models

» Working at highest level of
licenses

» Paraprofessionals
» Technology
* Volunteers

23

o Keep existing nurses and graduates in Central Florida

o Recruit new nurses into Central Florida

o Grow and sustain a pipeline of new graduates and faculty
24

9/14/2022
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UCF PIPELINE Funding

Hire Faculty

* Increase the number of newly licensed BSN RNs

* Increase the number of RNs with a graduate degree to obtain a faculty role
» Improve student graduation rates

* Increase contract and grant funding

* Improve national rankings

* Reduce class sizes

» Reduce the number of nursing adjunct faculty FTE

This Photo by Unknown Author is licensed under CC BY-SA

Hire Additional Staff
» Support the admission, progression, and graduation of students

Student Support

* Provide support strategies for undergraduate retention and success on NCLEX licensure exam

* Increase recruitment and retention of qualified applicants

» Support graduate teaching assistants and post-doctoral fellow(s) for advanced preparation for
faculty careers

25

UNLEASHING OUR

POTENTIAL

AW

13
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more space heeded to

IMPACT THE FUTURE

BURSTING AT THE SEAMS:

Recent PIPELINE funding allows growth,
but current rented space is limited.

MORE newly licensed nurses - at least 50%

MORE faculty to educate future generations

MORE interdisciplinary collaboration in
research and innovation

27

MORE NURSES MORE FACULTY MORE INNOVATION
AT LEAST 50% THANKS TO EDUCATE FUTURE IN RESEARCH AND

TO NEARLY DOUBLE THE GENERATIONS AND COLLABORATION IN UCF'S
BUILDING SPACE FOR ADDRESS NATIONAL ACADEMIC HEALTH SCIENCES
CLASSROOMS AND LABS FACULTY SHORTAGE CENTER

28
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Reference List

American Association of Colleges of Nursing
American Hospital Association

American Nurses Association

American Organization for Nursing Leadership
Florida Board of Nursing

FL Dept. of Economic Opportunity Bureau of Workforce Statistics
Florida Hospital Association

Safety Net Hospital Alliance of Florida
McKinsey Report

National Council of State Boards of Nursing
US Bureau of Labor Statistics

Credit to: Anne Peach

Haddad LM, Annamaraju P, Toney-Butler TJ. Nursing Shortage. [Updated 2022 Feb 22]. In:
StatPearls [Internet]. Treasure Island (FL): StatPearls Publishing; 2022 Jan-. Available from:

https://www.ncbi.nlm.nih.gov/books/NBK493175/

31
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J The Joint Commission

Reference Guide: Emergency Management Standards
Effective July 1, 2022, for Hospitals (HAP) & Critical Access Hospitals (CAH) Only
Apply
WG 180 EP Area Emergency Management Topic L6k lor L o0
Standards gency g P g E Standards
EM.09.01.01 1 EM Program Written EM Program w/all-hazards approach X X N/A
EM.09.01.01 2 EM Program Separately certified Hospitals (unified/integrated EM X X
Program) 04.01.01/1,2,3
EM.09.01.01 3 EM Program Complies with laws and regulations X X N/A
EM.09.01.01 EM Program Transplant program (inclusion in the EM Program) n/a | X 02.01.01/13
EM.10.01.01 1 EM Leadership Senior leaders provide oversight & support X X 01.01.01/1;
02.01.01/1
EM.10.01.01 |2 EM Leadership Qualified individual to lead the EM Program X | X N/A
EM.10.01.01 3 EM Leadership Multidisciplinary committee oversees EM Program X X N/A
EM.10.01.01 |4 EM Leadership Multidisciplinary committee provides input X X N/A
EM.11.01.01 1 HVA Facility based HVA X X 01.01.01/2
EM.11.01.01 2 HVA HVA: natural, human, tech, hazmat, infectious disease X X N/A
EM.11.01.01 |3 HVA Prioritizes findings of HVA X | X 01.01.01/3
EM.11.01.01 4 HVA Uses HVA for mitigation & preparedness actions X X 01.01.01/5.6
EM.12.01.01 1 EOP-Planning EOP is written all-hazards, including several plans X | X 02.01.01/2. 8
EM.12.01.01 |2 EOP-Planning EOP identifies patient populations N 02.02.011/11;
02.02.011/4
EM.12.01.01 |3 EOP-Planning EOP includes shelter-in-place and evacuation x | x 02.01.01/15;
02.02.11/3
EM.12.01.01 4 EOP-Planning EOP includes providing essential needs for staff/patients X X 02.02.03/3
EM.12.01.01 5 EOP-Planning EOP describes incident command operations (IC) X X 02.02.01/22
EM.12.01.01 6 EOP-Planning EOP includes process to cooperate/collaborate X X 02.02.01/22
EM.12.01.01 7 EOP-Planning EOP identifies person(s) with authority to activate EOP/IC . S 02.01.01/5, 6:
02.02.01/5
EM.12.01.01 8 EOP-Planning EOP identifies primary & secondary sites for IC operations X X N/A
EM.12.01.01 |9 EOP-Planning EOP identifies 1135 waiver procedures x | x 02.01.01/7, 14;
02.02.03/10
EM.12.02.01 1 EOP-Communications Contact lists with names and contact info X X 02.02.01/20
EM.12.02.01 |2 EOP-Communications Coordinated messages and information during incident x | x | 020201 n,2,3,4,6,
8,9,13
EM.12.02.01 3 EOP-Communications Communication with relevant authorities X X 01.01.01/4
EM.12.02.01 4 EOP-Communications Identifies warning and notification alerts X X 02.02.01/17
EM.12.02.01 5 EOP-Communications Method for sharing patient information X X 02.02.01/5, 12, 21,
22
EM.12.02.01 6 EOP-Communications Primary and Secondary means of communicating X X 02.02.01/14
EM.12.02.03 1 EOP-Staffing Staffing plan to manage staff X X 02.02.07/10. 14
EM.12.02.03 2 EOP-Staffing Addresses all staff and volunteers X X 02.02.07/2,3, 4
EM.12.02.03 *4 EOP-Staffing Managing volunteer licensed practitioners 02.02.13/1,4, 5,6, 7,
X X | 8&02.02.15/1,4,5,
6,7,8
EM.12.02.03 5 EOP-Staffing Granting disaster privileges X X 02.02.13/2;
02.02.15/2

© 2022 The Joint Commission




J The Joint Commission

Reference Guide: Emergency Management Standards
Effective July 1, 2022, for Hospitals (HAP) & Critical Access Hospitals (CAH) Only
Apply
New EM EP Area Emergency Management Topic Prior EM
Standards gency g P g E Standards
EM.12.02.03 |6 EOP-Staffing Providing employee assistance and support X | X 02.02.07/5. 6
EM.12.02.05 1 EOP- Patient Clinical & Support | Written procedures with other hospitals re: patient X X 02.02.03/9;
information 02.02.11/8, 12
EM.12.02.05 |2 EOP- Patient Clinical & Support | Written procedures for managing visitors X X N/A
EM.12.02.05 |3 EOP- Patient Clinical & Support | Coordinates with Medical Examiner, mortuary, etc. o x 02.02.01/11;
02.02.11/7
EM.12.02.07 1 EOP- Safety & Security Roles community security agencies have during disaster X X 02.02.05/1.2.3
EM.12.02.07 |2 EOP- Safety & Security Tracking on-duty staff and patients < | x 02.02.07/9, 11:
02.02.11/12
EM.12.02.09 1 EOP- Resources & Assets Written plan for managing resources and assets X X 01.01.01/8;
02.02.03/6, 12
EM.12.02.09 2 EOP- Resources & Assets Written plan to obtain, allocate, mobilize, replenish, etc. X X 02.02.01/7, 10;
02.02.03/1,2,4,5
EM.12.02.09 |3 EOP- Resources & Assets 96-hour sustainability plan X X 02.01.01/3
EM.12.02.11 1 EOP- Utilities Written plan for managing essential/critical utilities X X 02.02.09/7
EM.12.02.11 |2 EOP- Utilities Written plan for maintaining essential/critical utilities X | X 02.02.09/8
EM.12.02.11 3 EOP- Utilities Written plan for alternative power/systems X X | 02.02.092.3.4.5.6
EM.12.02.11 |4 EOP- Utilities Plan for managing alternative power/systems X | X N/A
EM.13.01.01 1 Continuity of Operations Plan Written Continuity of Operations Plan (COOP) X X N/A
EM.13.01.01 2 Continuity of Operations Plan Written plan for secondary location X X N/A
EM.13.01.01 3 Continuity of Operations Plan Written succession plan X X 02.01.01/12
EM.13.01.01 4 Continuity of Operations Plan Written delegation of authority plan X X 02.01.01/12
EM.14.01.01 1 Disaster Recovery Written strategies for assessments, restoration X | X 02.01.01/4
EM.14.01.01 2 Disaster Recovery Written plan for family reunification X X N/A
EM.15.01.01 1 Staff Education/Training Written education and training program X X N/A
EM.15.01.01 |2 Staff Education/Training Initial education and training X | X 02.02.07/7
EM.15.01.01 3 Staff Education/Training Ongoing education and training X X 02.02.07/13
EM.15.01.01 |4 Staft Education/Training Incident command staff education and training X | X N/A
EM.16.01.01 1 Testing the EOP Written plan for annual testing of EOP X X 03.01.03/5;
03.01.03/17
EM.16.01.01 Testing the EOP Conduct two (2) exercises per year X | X 03.01.03/3
EM.16.01.01 |3 Testing the EOP Outpatient Care buildings conduct one (1) per year X | X N/A
EM.17.01.01 1 Evaluation of EM Program Committee reviews AAR/IPs X X 03.01.03/13, 14, 15,
16
EM.17.01.01 |2 Evaluation of EM Program AAR/IPs forwarded to Senior Leadership X | X 03.01.01/4
EM.17.01.01 3 Evaluation of EM Program Updates made every two (2) years 02.01.01/16;
X | X 02.02.07/21;
03.01.01/1, 2
Key: Emergency Management (EM); Hazard Vulnerability Analysis (HVA): Emergency Operations Plan (EOP); After-action reports/Improvement Plans
(AAR/IP); *4 (No EP 3)

© 2022 The Joint Commission
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Joint Commission Resources, 2022.
File Name: New EM Standards for Hospitals Compliance Assessment Checklist

New EM Standards for Hospitals* Compliance Assessment Checklist

Effective July 1, 2022, The Joint Commission requires accredited hospitals and critical access hospitals to comply with a new
“Emergency Management” (EM) chapter that has additional EM standards and elements of performance (EPs), as well as
different standards numbering. This checklist, the use of which is not required by The Joint Commission, has been developed to
facilitate compliance with the new EM standards.

Answers to all questions ideally should be Y for Yes (unless marked NA for Not Applicable). Use the Comments section to
indicate specific actions prompted by an N for No response.

ORGANIZATION: DEPARTMENT/UNIT:

DATE OF REVIEW: REVIEWER(S):

EMERGENCY MANAGEMENT PROGRAM (EM.09.01.01)

Does your hospital have a comprehensive emergency management (EM)
program that uses an all-hazards approach?

If so, does your hospital's EM program include at least the following key
components?

A leadership structure and program accountability

A hazard vulnerability analysis (HVA)

Mitigation and preparedness activities

An Emergency Operations Plan (EOP) and related policies and procedures
(P&Ps)

Education and training for staff

Emergency preparedness exercises and testing of the EOP
A continuity of operations plan (COOP)

A disaster recovery plan

Evaluation of the EM program

[EM.09.01.01, EP 1]

Does your hospital comply with all federal, state, and local emergency
preparedness laws and regulations?

[EM.09.01.01, EP 3]

Oo0oo0Oo0O Ooooaog

* In this checklist, the term hospitals refers to both accredited hospitals and accredited critical access hospitals.

© 2022 The Joint Commission. May be adapted for internal use. Page 1 of 14
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AppLICABLEPROGRAM(S)

OAHC OBHC XCAH X HAP
OLAB ONCC 0OJOBs [JOME

For hospitals that use Joint Commission accreditation for deemed status
purposes: If your hospital has one or more transplant programs, are the following
criteria satisfied?

O Arepresentative from each transplant program is included in the
development and maintenance of your hospital’s EM program.

O Your hospital develops and maintains mutually agreed upon protocols that
address the duties and responsibilities of your hospital, each of its
transplant programs, and the organ procurement organization (OPO) for the
donation service area where your hospital is situated (unless your hospital
has been granted a waiver to work with another OPO during an emergency).

[EM.09.01.01, EP 4]

OVERSIGHT BY HOSPITAL LEADERSHIP (EM.10.01.01)

Does senior leadership provide oversight and support for your hospital’'s EM
program?

If s0, do your hospital’s senior leaders oversee and support the following

activities?

O Allocation of resources for the EM program

[0 Review of the EM program documents

O Review of the EOP, policies, education, and training that underpin the EM
program

O Review of after-action reports (AARs) and improvement plans

[EM.10.01.01, EP 1]

Has senior leadership designated a qualified EM program lead who has
responsibility for the following at a minimum?

O Developing and maintaining the EOP and related P&Ps

O Implementing the four phases of EM (mitigation, preparedness, response,
and recovery)

O Implementing EM activities across the six critical areas (communications,
resources and assets, safety and security, staff responsibilities, utilities, and
patient clinical and support activities)

O Coordinating EM exercises and developing AARs

[ Collaborating across clinical and operational areas to implement
organizationwide EM

O Identifying and collaborating with community response partners
[EM.10.01.01, EP 2]

Has your hospital appointed a multidisciplinary committee to oversee the EM
program?
[EM.10.01.01, EP 3]

© 2022 The Joint Commission. May be adapted for internal use.
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Does the multidisciplinary EM committee include the following members?
EM program lead [required]

Representative(s) from senior leadership

Representative(s) from nursing services

Representative(s) from medical staff

Representative(s) from pharmacy services

Representative(s) from infection prevention and control
Representative(s) from facilities engineering

Representative(s) from security

Representative(s) from information technology (IT)

(Note that except for the EM program lead, this suggested list of EM team
members is a recommendation, not a Joint Commission requirement. Note also
that the muiltidisciplinary EM committee can be incorporated into an existing
committee.)

[EM.10.01.01, EP 3]

OoooooooaQ

Does this EM committee assist with the preparation, development,
implementation, evaluation, and maintenance of the hospital's EM program,
including taking part in the following activities?

Conducting the HVA

Creating the EOP and related P&Ps

Developing the COOP

Educating and training staff

Planning and coordinating the incident response exercises, including full-
scale exercises, community-based exercises, functional exercises, tabletop
exercises, workshops, and seminars

O Creating AARs and improvement plans

[EM.10.01.01, EP 4]

ooooo

HAZARD VULNERABILITY ANALYSIS (EM.11.01.01)

Does your hospital conduct a facility-based HVA based on an all-hazards
approach?

If so, does your hospital's HVA address and document the following?
O Hazards likely to affect the hospital’s geographic region

O Hazards likely to affect the surrounding community

O Hazards likely to affect the facility

[0 Hazards likely to affect the hospital’s patient population(s)
[EM.11.01.01, EP 1]

Does your hospital’s HVA include a community-based risk assessment (such as
those developed by external EM agencies)?

[EM.11.01.01, EP 1]

Does your hospital or health system have a separate HVA for accredited facilities
that differ from the main site?

(Note that a separate HVA is required only if the accredited facilities are in
different geographic locations or face different hazards or threats or if the
patient population and services offered are unique to the specific facility.

[EM.11.01.01, EP 1]

© 2022 The Joint Commission. May be adapted for internal use.
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Does your hospital’'s HVA also address the following?

Natural hazards (such as flooding and wildfires)

Human-caused hazards (such as bomb threats and cyber or IT crimes)
Technological hazards (such as utility or IT outages)

Hazardous materials (such as radiological, nuclear, chemical)
Emerging infectious diseases (such as Ebola, Zika virus, SARS-CoV-2)
[EM.11.01.01, EP 2]

Oooooao

Does your hospital evaluate and prioritize the findings of the HVA to determine
the hazards most likely to occur and their impact on the operating status of your
hospital and its ability to provide services?

[EM.11.01.01, EP 3]

Does your hospital use its prioritized hazards from the HVA to identify and
implement mitigation and preparedness actions to increase your hospital’s
resilience and help reduce the disruption of essential services or functions?

[EM.11.01.01, EP 4]

EMERGENCY OPERATIONS PLAN (EM.12.01.01)

Has your hospital developed a written EOP based on an all-hazards approach?

If s0, do your hospital’s EOP and related P&Ps address the following EM activities
ata minimum?

Mobilizing incident command

Developing and implementing the communications plan
Maintaining, expanding, curtailing, or closing operations
Protecting critical systems and infrastructure
Conserving and/or supplementing resources
Developing and implementing surge plans (such as flu or pandemic plans)
Identifying alternate treatment areas or locations
Sheltering in place

Evacuating (partial or complete) or relocating services
Maintaining safety and security during the incident
Securing information and records

[EM.12.01.01, EP 1}

OooooOoOooooog

Does the EOP identify the patient population(s) that your hospital would serve,
including at-risk populations, and the types of services your hospital would be
able to provide in an emergency or disaster event?

[EM.12.01.01, EP 2]

Does the EOP include written procedures for when and how your hospital would
shelter in place or evacuate (partial or complete) its staff, patients, and
volunteers?

(Note that shelter-in-place plans may vary by department and facility and may
vary based on the type of emergency or situation.)

[EM.12.01.01, EP 3]

© 2022 The Joint Commission. May be adapted for internal use.
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Does the EOP include written procedures for how the hospital will provide
essential needs for its staff and patients, whether they shelter in place or
evacuate, that address at least the following resources?

Food and other nutritional supplies
Medications and related supplies
Medical/surgical supplies

Medical oxygen and supplies
Potable or bottled water
[EM.12.01.01, EP 4]

oOooooo

Does your hospital’s incident command structure describe the overall incident
command operations, including specific incident command roles and
responsibilities?

[EM.12.01.01, EP 5]

Does the EOP include a process for cooperating and collaborating with the
following entities?

O Other health care facilities

O Health care coalitions

O Local, tribal, regional, state, and federal EM agencies and initiatives
[EM.12.01.01, EP 6]

Does your hospital identify individuals who have the authority to activate the EOP
and/or incident command?

[EM.12.0101, EP 7]

Does the EOP identify your hospital's primary and alternate sites (including
virtual sites) for incident command operations and determine how your hospital
will maintain and support operations at these sites?

[EM.12.01.01, EP 8]

Does the EOP include P&Ps related to CMS 1135 waivers?

COMMUNICATIONS PLAN(EM.12.02.01)

Does your hospital have a communications plan that addresses how it will
initiate and maintain communications during an emergency?

Does your hospital maintain an up-to-date contact list of individuals and entities
that are to be notified in response to an emergency?

[EM.12.02.01, EP 1]

Is this contact list included in your hospital’s communications plan?
[EM.12.02.01, EP 1]

© 2022 The Joint Commission. May be adapted for internal use. Page 5 of 14
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Does the contact list include the following individuals and entities?

Staff

Physicians and other licensed practitioners

Volunteers

Other health care organizations

Entities providing services under arrangement, including suppliers of
essential services, equipment, and supplies

Relevant community partners (such as, fire, police, local incident command,
and public health departments)

Relevant authorities (federal, state, tribal, regional, and local emergency
preparedness staff)

O Other sources of assistance (such as health care coalitions)
[EM.12.02.01, EP 1]

O O OOoOooo

Does the communications plan describe how your hospital will deliver

coordinated messages and information during an emergency or disaster incident

to the following individuals:

O Staff, licensed practitioners, and volunteers (including individuals providing
care at alternate sites)

O Patients and family members, including people with disabilities and other
access and functional needs

O Community partners (such as the fire department, emergency medical
services, the police, and the public health department)

[0 Relevant authorities (such as federal, state, tribal, regional, and local
emergency preparedness staff)

O The media and other stakeholders

[EM.12.02.01, EP 2]

Does the communications plan describe how your hospital will communicate
with relevant authorities and report information about its organizational needs,
available occupancy, and ability to provide assistance during or after an
emergency or disaster incident?

[EM.12.02.01, EP 3]

Does the communications plan identify the hospital’'s warning and notification
alerts specific to emergency and disaster events, as well as describe the
procedures to follow when an emergency or disaster incident occurs?

[EM.12.02.01, EP 4]

In accordance with law and regulation, does the communications plan include a

method for sharing or releasing location information and medical documentation

for patients under your hospital’s care to the following individuals or entities:

O The patient’s family or representative or others involved in the care of the
patient

O Disaster relief organizations and relevant authorities

O Other health care providers

[EM.12.02.01, EP 5]

© 2022 The Joint Commission. May be adapted for internal use.
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Does the communications plan identify your hospital’s primary and alternate
means for communicating with staff and relevant authorities (such as federal,
state, tribal, regional, and local emergency preparedness staff)?

[EM.12.02.01, EP 6]

Does the communications plan include procedures for determining the

following?

O How and when alternate/backup communication methods are used

O Verification that your hospital’'s communications systems are compatible
with those of community partners and relevant authorities your hospital
plans to communicate with

O Assessment of the functionality of your hospital’s alternate/backup
communications systems or equipment

[EM.12.02.01, EP 6]

STAFFING PLAN (EM.12.02.03)

Does your hospital have a staffing plan for managing all staff and volunteers to
meet patient care needs during an emergency or disaster incident or during a
patient surge?

If s0, does the staffing plan address the following?

O Methods for contacting off-duty staff, physicians, and other licensed
practitioners

O Methods for acquiring staff, physicians, and other licensed practitioners
from your hospital’s other health care facilities

[0 Use of volunteer staffing, such as staffing agencies, health care coalition
support, and volunteer clinicians deployed as part of disaster medical
assistance teams

[EM.12.02.03, EP 1]

Does the staffing plan address the following P&Ps?

O Roles and responsibilities for essential functions

O Reporting processes

O Integration of staffing agencies, volunteer staffing, or deployed medical
assistance teams into assigned roles and responsibilities

[EM.12.02.03, EP 2]

Does the staffing plan describe in writing how your hospital will manage
volunteer licensed practitioners when the EOP has been activated and your
hospital is unable to meet its patient needs?

[EM.12.02.03, EP 4]

© 2022 The Joint Commission. May be adapted for internal use. Page 7 of 14
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Does the staffing plan address the following?

O Verification and documentation of the identity of all volunteer licensed
practitioners

O Primary source verification of licensure, which must be completed as soon
as the immediate situation is under control or within 72 hours of the time
the volunteer licensed practitioner first presents to the organization

O Oversight of the care, treatment, and services provided by volunteer licensed
practitioners

(Note that if primary source verification of licensure cannot be completed within

72 hours, the hospital must document the reason([s] this could not be

performed.)

[EM.12.02.03, EP 4]

Does the staffing plan identify the individual(s) responsible for granting disaster
privileges to volunteer physicians and other licensed practitioners (such as
advanced practice registered nurses [APRNs] and physician assistants [PAs])
and describe the process for granting these privileges?

[EM.12.02.03, EP 5]

Does the staffing plan describe the process for granting privileges to volunteer
physicians and other licensed practitioners?

[EM.12.02.03, EP 5]

Does the staffing plan describe how it will provide employee assistance and
support, including addressing the following?

O Staff support needs (for example, housing or transportation)

O Family support needs of staff (for example, child care and elder care)
[0 Mental health and wellness needs

[EM.12.02.03, EP 6]

PLAN FOR PROVIDING CARE AND CLINICAL SUPPORT(EM.12.02.05)

Does your hospital have a plan for providing patient care and clinical support
during an emergency or disaster incident?

If so, does your hospital’s plan for providing patient care and clinical support

include written procedures and arrangements with other hospitals and providers

that address the following?

O How your hospital will share patient care information and medical
documentation

O How your hospital will transfer patients to other health care facilities to
maintain continuity of care

[EM.12.02.05, EP 1]

Does the plan for providing patient care and clinical support include written
procedures for managing individuals who may present during a disaster or an
emergency but are notin need of medical care (such as visitors)?

[EM.12.02.05, EP 2]

Does your hospital coordinate with the local medical examiner’s office; local
mortuary services; and other local, regional, or state services when there is a
surge of unidentified or deceased patients?

[EM.12.02.05, EP 3]

© 2022 The Joint Commission. May be adapted for internal use.
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PLAN FOR SAFETY AND SECURITY MEASURES (EM.12.02.07)

Does your hospital have a plan that discusses the safety and security measures
to take during an emergency or disaster incident?

If so, does the plan for safety and security measures describe the roles that
community security agencies (for example, police, sheriff, or National Guard) will
have in the event of an emergency and how the hospital will coordinate security
activities with these agencies?

[EM.12.02.07, EP 1]

Does the plan for safety and security measures include a system to track the
location of your hospital's on-duty staff and patients when sheltering in place,
relocating, or evacuating the facility?

[EM.12.02.07, EP 2]

PLAN FOR MANAGING RESOURCES AND ASSETS (EM.12.02.09)

Does your hospital have a plan for managing resources and assets during an
emergency or disaster incident?

If s0, does the plan for managing resources and assets describe in writing how
your hospital will document, track, monitor, and locate the following resources
(on-site and off-site inventories) and assets during and after an emergency or
disaster incident?

Medications and related supplies

Medical/surgical supplies

Medical gases, including oxygen and supplies

Potable or bottled water and nutrition

Nonpotable water

Laboratory equipment and supplies

PPE

Fuel for operations

Equipment and nonmedical supplies to sustain operations
[EM.12.02.09, EP 1]

Oooooooooaag

Does the plan for managing resources and assets describe in writing how your
hospital will obtain, allocate, mobilize, replenish, and conserve its resources and
assets during and after an emergency or disaster incident, including the
following procedures?

O If part of a health care system, coordinating within the system to request
resources

O Coordinating with local supply chains or vendors

O Coordinating with local, state, or federal agencies for additional resources
O Coordinating with regional health care coalitions for additional resources
O Managing donations (such as food, water, equipment, materials)
[EM.12.02.09, EP 2]

Does the plan for managing resources and assets describe in writing the actions
your hospital will take to sustain its needs for up to 96 hours based on
calculations of current resource consumption?

[EM.12.02.09, EM 3]

© 2022 The Joint Commission. May be adapted for internal use.
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Does your hospital have a plan for managing essential or critical utilities during
an emergency or disaster incident?

If so, does the plan for managing utilities describe in writing the utility systems
your hospital considers essential or critical to providing care, treatment, and
services?

[EM.12.02.11, EP 1]

Does the plan for managing utilities describe in writing how your hospital will
continue to maintain essential or critical utility systems if one or more are

affected during an emergency or disaster incident?
[EM.12.02 11, EP 2]

Does the plan for managing utilities describe in writing alternate means for
providing essential or critical utilities, such as water supply, emergency power
supply systems, fuel storage tanks, and emergency generators?
[EM.12.02.11, EP 3]

Does the plan for managing utilities address alternate sources for maintaining
energy to the following?

O HVAC system components that ensure optimal temperatures are maintained
to protect patient health and safety and for the safe and sanitary storage of
provisions

O Emergency lighting

O Fire detection, extinguishing, and alarm systems
[0 Sewage and waste disposal

[EM.12.02.11, EP 4]

CONTINUITY OF OPERATIONS PLAN (EM.13.01.01)

Does your hospital have a COOP?

If s0, does your hospital have a written COOP that is developed with the
participation of key executive leaders, business and finance leaders, and other
department leaders, as determined by your hospital?

[EM.13.01.01, EP 1]

Do those key leaders identify and prioritize the services and functions that are
considered essential or critical for maintaining operations?

[EM.13.01.01, EP 1]

Does your hospital consider the following essential business functions during
COOP development?

Administrative/vital records

Information technology

Financial services

Security systems

Communications/telecommunications

Building operations

[EM.13.01.01, EP 1]

oooooao

© 2022 The Joint Commission. May be adapted for internal use.

Page 10 of 14



Published in Environment of Care News, February 2022
Joint Commission Resources, 2022.
File Name: New EM Standards for Hospitals Compliance Assessment Checklist

AppLICABLEPROGRAM(S)

OAHC OBHC XCAH X HAP
OLAB ONCC 0OJOBs [JOME

Does the COOP identify in writing how and where your hospital will continue to
provide its essential business functions when the location of the essential or
critical service has been compromised due to an emergency or disaster
incident?

[EM.13.01.01, EP 2]

Does the COOP include a written order-of-succession plan that identifies who is
authorized to assume a particular leadership or management role when that
leader or manager is unable to fulfill assigned functions or duties?

[EM.13.01.01, EP 3]

Does the COOP include a written delegation-of-authority plan that provides
specified individual(s) with legal authorization to act on behalf of your hospital
for specified purposes and to carry out specific duties?

[EM.13.01.01, EP 4]

DISASTER RECOVERY PLAN (EM.14.01.01)

Does your hospital have a disaster recovery plan?

If so, does the disaster recovery plan describe in writing your hospital's
strategies for when and how it will do the following?

O Conduct organizationwide damage assessments
O Restore critical systems and essential services
O Return to full operations

[EM.14.01.01, EP 1]

Does the disaster recovery plan describe in writing how your hospital will address
family reunification and coordinate with local community partners to help locate
and assist with the identification of adults and unaccompanied children?

[EM.14.01.01, EP 2]

EMERGENCY MANAGEMENT EDUCATION AND TRAINING PROGRAM (EM.15.01.01)

Does your hospital have an EM education and training program?

If s0, does your hospital have a written education and training program in EM,
based on the prioritized risks identified as part of the HVA, the EOP, the
communications plan, and P&Ps?

[EM.15.01.01, EP 1]

Does your hospital provide and document initial education and training in EM to
the following individuals that is consistent with their roles and responsibilities in
an emergency?

All new and existing staff

Individuals providing services under arrangement
Volunteers

Physicians

Other licensed practitioners

[EM.1501.01, EP 2]

ooooan
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Does the initial education and training address and document the following
topics?
O Activation and deactivation of the EOP

O The communications plan
O Emergency response P&Ps
O Evacuation, shelter-in-place, lockdown, and surge procedures

O Where and how to obtain resources and supplies for emergencies (such as
procedure manuals or equipment)?

[EP.15.01.01, EP 2]

Does your hospital provide and document ongoing education and training in EM
to the following individuals that is consistent with their roles and responsibilities
in an emergency?

O Staff

O Volunteers

O Physicians

O Other licensed practitioners
[EP.15.01.01, EP 3]

Is the ongoing training provided at the following intervals?

O At least every two years

OO When roles or responsibilities change

O When there are significant revisions to the EOP and/or P&Ps

0 When procedural changes are made during an emergency or disaster
incident, requiring just-intime training

[EM.1501.01, EP 3]

Does your hospital require that incident command staff participate in education
and training specific to their duties and responsibilities in the incident command
structure?

[EM.15.01.01, EP 4]
EXERCISES TO TEST EMERGENCY OPERATIONS PLAN AND RESPONSE PROCEDURES (EM.16.01.01)

Does your hospital plan and conduct exercises to test its EOP and emergency
response procedures?

If s0, does your hospital describe in writing a plan for when and how it will
conduct annual testing of its EOP?

[EM.16.01.01, EP 1]

Are the planned exercises based on the following?

O Likely emergencies or disaster scenarios

O The EOP and P&Ps

O Arfter-action reports (AARs) and improvement plans

O The six critical areas: communications, resources and assets, staffing
patient care activities, utilities, and safety and security

[EM.16.01.01, EP 1]
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Does your hospital conduct and document two exercises per year to test its EOP,

satisfying the follow criteria?

O One of the annual exercises must be an operations-based exercises—either
a full-scale community-based exercise or a functional facility-based exercise
when a community-based exercise is not possible

O The other annual exercise must consist of either an operations-based or
discussion-based exercise, such as any of the following:

o Full-scale community-based exercise

o Functional facility-based exercise

o Mock disaster drill

o Tabletop exercise, seminar, or workshop that is led by a facilitator and
includes a group discussion using narrated clinically relevant emergency
scenarios and a set of problem statements, directed messages, or
prepared questions designed to challenge an emergency plan

(Note that a hospital could be exempt from conducting its next annual

operations-based exercise If it experiences an actual emergency or disaster

incident. [Discussion-based exercises are excluded from exemption.] An
exemption applies only if the hospital provides documentation that it activated
its EOP.)

[EM.16.01.01, EP 2]

If your hospital has any accredited freestanding outpatient care buildings that do
not participate in the hospital emergency exercises, does each of those facilities
conduct at least one operations-based or discussion-based exercise per year to
test its emergency response procedures?

[EM.16.01.01, EP 3]

CONTINUITY OF OPERATIONS PLAN (EM.17.01.01)

EVALUATION OF EMERGENCY MANAGEMENT PROGRAM, EMERGENCY OPERATIONS PLAN, AND

Does your hospital evaluate its EM program, EOP, and COOP?

Does the multidisciplinary EM committee evaluate and document all exercises
and actual emergency or disaster incidents by doing the following?

O Reviewing AARs

O Identifying opportunities for improvement

O Recommending actions to take to improve the EM program
[EM.17.01.01, EP 1]

Does the review and evaluation process address the following?

The effectiveness of your hospital’'s emergency response procedures
The COOP (if activated)

Training and exercise programs

Evacuation procedures

Surge response procedures

Activities related to communications, resources and assets, security, staff,
utilities, and patients

[EM.17.01.01, EP 1]

Ooooooao
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Do your hospital forward the following to senior leadership for review?
O AARs

[ Identified opportunities for improvement

O Recommended actions for improving the EM program
[EM.17.01.01, EP 2]

At least every two years, does your hospital review and make necessary updates
based on AARs and opportunities for improvement to the following items?

The HVA

The EM program

The EOP and P&Ps

The communications plan

The COOP

The education and training program
The testing program

[EM.17.01.01, EP 3]

Oooooooao
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