	Communications

	Exercise Evaluation Guide: 


	Capability Description:
Communications is the fundamental capability within disciplines and jurisdictions that practitioners need to perform the most routine and basic elements of their job functions. Agencies must be operable, meaning they possess sufficient wireless communications capabilities to meet their daily internal and emergency communication requirements before they focus on interoperability.

	Capability Outcome:
A continuous flow of critical information is maintained as needed among multi-jurisdictional and multi-disciplinary emergency responders, command posts, agencies, and governmental officials for the duration of the emergency response operation in compliance with National Incident Management System (NIMS). To accomplish this, the jurisdiction has a continuity of operations plan for public safety communications to include the consideration of critical components, networks, support systems, personnel, and an appropriate level of redundant communications systems in the event of an emergency.

	Jurisdiction or Organization:   
	Name of Exercise: 2023 Off the Rails FSE

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 2: Provide Emergency Operations Center Communications Support 

	Activity Description: In response to notification of an incident, provide and receive interoperable voice, data, and video communications. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	2.1
(ComC 4.2)
	Implement incident communications interoperability plans and protocols.

- Interoperable communications equipment, channels and protocols are activated and placed into service
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.2
(ComC 5.4.7)
	Inform staff and management of interoperable communications requirements.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.3
(ComC 4.2.1)
	Communicate incident response information per agency protocols.

- Accurate and clear information passed to dispatched response teams
- Incident information relayed to pertinent incident management facilities (e.g. ICP, EOC/MACC, etc.)
- Incident information logged and disseminated to communications staff, as appropriate
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.4
(ComC 4.2.1.1)
	Use established common response communications language (i.e. plain English) to ensure information dissemination is timely, clear, acknowledged, and understood by all receivers.

- Dissemination is timely, clear, acknowledged, and understood by all receivers
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.5
(ComC 4.2.2)
	Coordinate incident site communications to be consistent with the NIMS framework.

- A Communications Unit Leader (COML) is designated
- An Incident Radio Communications Plan (ICS Form 205) is developed and maintained for complex incidents as a component of the Incident Action Plan (IAP)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.6
(ComC 4.2.3)
	Report and document the incident by completing and submitting required forms, reports, documentation, and follow-up notations.

- Create logs of actions and messages sent and received
- Forms, logs and reports are created in accordance with local requirements
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.7
(ComC 4.1.1)
	Verify that all critical communication networks are functioning.

- Communication networks are continually checked for quality, degradation or failure
- Maintenance and repair are conducted
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Communications plan includes provision for back up if primary mode of communications overloads or fails
	
Yes [           ]             No [           ]

	2.8
(ComC 4.1)
	Establish and maintain response communications systems on-site.

- Interoperable communications equipment is available to responders
- Communications systems operators and technical personnel are available
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	First responders are provided with command, tactical and support communications networks as requested by the Incident Commander (IC)
	
Yes [           ]             No [           ]

	2.9
(ComC 4.3)
	Implement information systems protection procedures.

- Communications equipment is sheltered from weather and physical damage
- Communications equipment is monitored and protected from malicious attacks, including cyber attacks
- An equipment accountability system is established
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Communications plan accounts for known equipment incompatibility, and identifies strategies to overcome deficiencies
	
Yes [           ]             No [           ]

	2.10
(ComC 5.2)
	Establish and ensure connectivity to EOC/MACC.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.11
(ComC 5.3.1.2)
	Coordinate and provide telecommunications and information technology support to Federal, State, regional, tribal, local officials and non-governmental entities.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Communications are established with incoming personnel
	
Yes [           ]             No [           ]
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