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On March 11, 2026, unvetted community reporting, open‑source chatter, and threat actor self-reporting emerged 

indicating that Stryker Corporation may be experiencing a large-scale cyber incident which possibly began at 

about 12:30 am on March 11. According to these preliminary accounts, the event allegedly involves compromise 

of a Global Administrator account, widespread device wiping via Microsoft Intune, and disruption of Microsoft 

Entra (Azure AD) services. The threat actor group Handala has publicly claimed responsibility.

At this time, technical details and overall impact remain unverified. Health‑ISAC’s Threat Operations Center 

(TOC) has initiated outreach to Stryker’s Global CISO and is actively collecting, validating, and correlating 

information. No confirmed Indicators of Compromise (IOCs) are currently available.

Health‑ISAC recommends that members treat all details as preliminary and avoid over‑reliance on unvetted 

claims, while reviewing their own exposure to similar attack patterns (e.g., Intune/Entra abuse, mass device 

wipe, identity compromise). Health‑ISAC members can discuss this developing situation and share observations 

in the Secure Chat Slack Channel at: #2026_stryker_incident

Incident Summary

Status: Unconfirmed / Developing – based on unvetted community reporting and threat actor claims

Initial Timeframe: Reported by community sources around ~0645 CST / 0745 EST, 11 March 2026

Claimed Threat Actor: Handala

Alleged Impacts (Unconfirmed)

Company‑wide IT outage

Mass device wiping of Intune-managed endpoints, including BYOD/personal phones with work profiles

Inaccessibility or wiping of data center servers

Microsoft Entra (Azure AD) login page defacement and user lockout

At this time, there is no validated evidence from the victim organization or trusted government partners 

confirming:

Scope of compromise

Data exfiltration

Root cause / initial access vector

Persistence mechanisms

Ransom / extortion component (if any)

Health‑ISAC will provide further updates as verifiable information and any confirmed IOCs become available.

Incident Details (Unconfirmed / Based on Open-Source & Community Chatter)

1. Operational Disruption

A call placed to Stryker’s IT Help Line (269‑389‑4357) reached a recorded message indicating the 

organization is dealing with a company‑wide IT outage.

Reddit and other community posts describe:

Widespread application downtime

Inaccessible servers at Stryker data centers

Inability for employees to access normal work apps and services

These observations are anecdotal and unvetted, but are consistent with an enterprise‑wide IT disruption 

scenario.

https://healthisac.slack.com/archives/C0ALB5MCDND


2. Suspected Initial Access & Privilege Abuse

Unvetted technical narrative from community sources suggests:

Initial Access:

Suspected compromise of a Global Administrator account, potentially via:

Phishing leading to credential harvesting, or

Compromise of credentials reused or obtained from another source

Privilege Abuse:

Once authenticated as a Global Admin, the threat actor allegedly gained control over:

Microsoft Intune (endpoint management)

Microsoft Entra / Azure AD (identity & access management)

3. Mass Device Wiping via Microsoft Intune

Community reports and threat actor narratives claim:

The attacker issued global wipe commands to thousands of Intune-managed devices worldwide.

Reported impacts:

Factory resets of Intune‑managed corporate laptops and workstations

Factory resets of personal/BYOD phones where employees used Intune Work Profiles

Permanent loss of personal content on BYOD devices (photos, data, and eSIM details) for many 

employees

4. Microsoft Entra (Azure AD) Tenant Defacement & Lockout

Reported behavior:

Handala allegedly defaced the Microsoft Entra login page with their artwork/logo.

This defacement reportedly locked out cloud tenant users, preventing sign‑in to Microsoft 365 and other 

Entra‑integrated apps.

Threat actor emails to Stryker executives allegedly include:

Claims of responsibility

Handala branding / imagery

Again, these details are derived from unvetted reporting and should be treated as plausible but unconfirmed.

5. Threat Actor Claim & Messaging

According to captured observations:

Attribution (Self-Claimed):

Handala has claimed responsibility via:

Emails reportedly sent to Stryker executives

Posts on a new X (Twitter) account: hxxps://x[.]com/HPRNEW

A statement on their site: hxxps://handala-hack[.]to/stryker-corporation-hacked/

Link to the site: hxxps://handala-hack[.]to/stryker-corporation-hacked/



Link to the X account: hxxps://x[.]com/HPRNEW

Official Handala Telegram Channel Announcement

Verification Status

Confirmed:

Stryker’s help line message acknowledges an IT outage.

Handala has publicly claimed responsibility on:

Their new X account (unverified handle)

Their website.

Unconfirmed / Under Investigation:

Scale and root cause of infrastructure compromise

Extent of device wipes and data loss (both corporate and personal)

Impact to PHI, PII, or sensitive IP

Presence of ransomware, data theft, or extortion demands

Any linkage between this incident and prior Handala activity

Health‑ISAC Actions

1. Direct Outreach to Stryker

The Health‑ISAC TOC has reached out directly to Stryker as of 0800 EST, 11 March 2026, to:

Offer incident coordination support

Provide a platform for sector‑wide communication, if/when Stryker is ready (e.g., webinar, member 

briefing)

Assist in sharing vetted IOCs and defensive guidance to the community

2. Active Monitoring & Collection

TOC and Threat Intelligence Committee (TIC) are:

Monitoring:

Handala’s claimed website and social channels for the promised “PoC”

Relevant dark web, closed community, and social platforms for additional chatter

Scraping and triaging potential IOCs and TTPs associated with this campaign

Correlating any related activity against known member telemetry where available



3. Validation & Dissemination

We will:

Validate any discovered IOCs with multiple sources where possible

Coordinate with government and trusted partners as appropriate

Push updated alerts and guidance to members via:

Alerts/Bulletins

Upcoming webinars or sector calls

Intelligence products mapped to MITRE ATT&CK

Potential Relevance to Health-ISAC Members

Even while many details remain unverified, the attack pattern being claimed—compromise of privileged 

cloud identity and abuse of Intune/Entra for mass disruption—is highly relevant to any member organization 

using:

Microsoft 365 / Microsoft Entra (Azure AD) for identity and access

Microsoft Intune for:

Corporate device management

BYOD / mobile device work profiles

Hybrid identity models with on‑prem AD synchronized to Entra

The scenario highlights:

The systemic risk of Global Administrator accounts and insufficiently segmented admin privileges

The potential for mass destructive actions via device management platforms

The complexity and legal/regulatory risk of BYOD wipe events that affect personal data

Immediate Recommendations for Members

These recommendations are general hardening and preparedness measures based on the claimed TTPs, 

not victim‑specific guidance.

1. Identity & Admin Hardening (MITRE ATT&CK: T1078, T1098; NIST CSF: PR.AC)

Review and minimize Global Admin accounts:

Inventory all Global Admin / Intune Admin / Entra Admin accounts.

Enforce strict least privilege: use specialized admin roles instead of “Global Admin” wherever 

possible.

Enforce strong MFA for all privileged accounts:

Prefer phishing-resistant methods (FIDO2 security keys, platform authenticators) where feasible.

Block legacy authentication and app passwords.

Conditional Access / Access Policies:

Require compliant / hybrid-joined devices and strong MFA for admin access.

Limit admin sign‑ins to known locations, devices, and admin workstations, where possible.

Monitoring & Alerting:

Enable and tune alerts for:

Creation, elevation, or modification of admin roles

Suspicious sign‑ins from atypical locations or devices

Mass changes to Intune policies or device actions

2. Intune & Device Management Controls (MITRE ATT&CK: T1485 – Data Destruction; 

NIST CSF: PR.IP, PR.PT)

Review Intune wipe capabilities and delegation:

Ensure that only tightly controlled roles can initiate:

Device Wipe / Factory Reset

Autopilot reset / Fresh Start

Implement approval workflows or at least out‑of‑band verification for bulk actions.

Segmentation of Device Management:

Separate BYOD from corporate devices in Intune:

Use different profiles or policies



Consider limiting what actions can be taken against BYOD devices versus corporate‑owned 

devices.

Logging & Audit:

Confirm that detailed logs of device actions are retained and monitored:

Who initiated wipe commands

When and against which device groups

Integrate Intune logs into your SIEM for correlation and anomaly detection.

3. BYOD Governance & Communications

Clarify BYOD policies:

Ensure HR, Legal, and employees understand:

What corporate controls exist on personal devices

The risk that work profiles / MDM may trigger data loss on personal phones.

Evaluate technical configurations:

Where possible, favor work profile / app‑level management over full device control for personal 

devices.

Consider technical guardrails that prevent full device wipe on BYOD unless explicitly justified.

Prepare communication plans:

Draft “day‑of‑incident” messages to employees explaining:

What happened

What they can expect regarding personal devices

Available support channels

4. Incident Response Preparedness for Cloud & MDM

Run tabletop exercises focused on:

Compromise of a Global Admin account in Entra

Malicious changes in Intune (e.g., mass wipe or policy push)

Loss of access to Microsoft 365 and identity services

Document playbooks for:

Rapid isolation / revocation of compromised admin credentials

Emergency access accounts (break glass accounts) with tested procedures

Contacting vendor support (Microsoft) for tenant‑level incident support

Backup & Recovery:

Confirm that critical services and configurations are backed up:

Device configuration baselines

Critical line‑of‑business applications

Ensure business continuity plans consider loss of both endpoints and identity services 

simultaneously.

Threat Actor: Handala

Incident Date: Mar 12, 2026 (UTC)

TLP:GREEN: TLP:GREEN Limited disclosure, recipients can ONLY share this within their TRUST community.

Recipients should consider the information proprietary and may ONLY share TLP:GREEN information with

peers and partner organizations within their TRUST community, SHARING IS NOT PERMITTED via social media,

public websites and/or other publicly accessible channels.

Share Threat Intel:

For guidance on sharing indicators with Health-ISAC via HTIP, please visit the Knowledge Base article "HTIP -

Share Threat Intel" here.

The "Share Threat Intel" feature allows for attributed or anonymous sharing across ISACs and other

cybersecurity-related entities.

Turn off Categories:

For guidance on disabling alert categories, please visit the Knowledge Base article "HTIP Alert Categories"

here.

For Questions or Comments:

Please email us at toc@h-isac.org

https://health-isac.cyware.com/webapp/user/knowledge-base/22d87ff7
https://health-isac.cyware.com/webapp/user/knowledge-base/f4b0c136

