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2026 Cybersecurity Assessment Summary Report

This report summarizes responses from the March 2026 Cybersecurity Assessment.
It includes organizational participation by type, highlights of the findings, recommended actions, and resources to
strengthen healthcare cybersecurity readiness.
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Executive Summary

Central Florida Disaster Medical Coalition conducted its annual cybersecurity assessment in March 2026. The
assessment was based on the Cybersecurity Performance Goals (CPGs) outlined by the U.S. Department of Health and
Human Services (HHS) for the Healthcare and Public Health (HPH) Sector. The assessment included an assessment of
practices in both the Essential Goals and Enhanced Goals. The assessment was conducted in person at the March 2026
CFDMC Member Meeting, facilitated by the Central Florida Cyber Coalition. The assessment was also distributed to all
members via survey in March 2026.

This report summarizes the findings from the 2026 assessment, including organizational participation by type, highlights
of key cybersecurity practices, and visualizations of responses categorized by organization type.

Strengths identified in the assessment include:

e Partnership with the Central Florida Cyber Coalition, which will lead the region in preparing for and responding
to cyber-attacks.

e Many organizations have made strides in practices to achieve the essential goals, including implementing basic
preparedness plans and processes to identify and mitigate known vulnerabilities, improve email security, add
multi-factor authentication, provide basic cybersecurity training, implement strong encryptions, revoke
privileges of existing workforce members, use of unique credentials, separating user and privileged accounts,
and including vendor/suppler cybersecurity requirements.

e There have been some gains in achieving practices to achieve the enhanced goals, including assess inventory,
third party vulnerability disclosure and incident reporting, cybersecurity testing and mitigation, detection of and
response to threats, network segmentation, centralized log collection and centralized incident planning and
preparedness, and configuration management.

Opportunities/Gaps identified in the assessment include:

e Not all members/member types participated in the assessment.

e Not all organizations responding are at the same level of preparedness in implementing practices to achieve the
essential and enhanced goals.

e Additional planning, training and exercises are needed to achieve the cybersecurity goals.

Cybersecurity Impact on Communities Most Impacted by Disasters (CMID)

A cybersecurity incident in the healthcare sector can have disproportionately severe consequences for Communities
Most Impacted by Disasters (CMID), including underserved populations, rural communities, older adults, and those with
limited access to healthcare. In the event of a cyber-attack that disrupts healthcare operations, these communities are
at greater risk of care delays, communication breakdowns, and medical errors due to limited redundancy in care options
and infrastructure. Strengthening cyber resilience in all healthcare settings, especially those categorized as “Other” in
the assessment (e.g., dialysis centers, home health, assisted living), is essential to minimizing harm and ensuring equity
in emergency response and continuity of care.



Assessment Summary

CFDMC Cybersecurity Assessment - March 2026

17 Respondents

*Conducted in person and via SurveyMonkey on 3/26/26. Respondents rated their organizations against
each cybersecurity practice in the Healthcare and Public Health Sector Cybersecurity Performance Goals

Member Type Responding:
Hospitals 24%
EMS 0%
Emergency Management 0%
Public Health 6%
Other 70%

(Surgery Center, Hospice, NFP/NGO, Skilled Nursing Facility/ALF, ICF, Home Health,

Crisis Response/Ministry, Paramedicine-not EMS: FQHC)

ESSENTIAL GOALS: to help healthcare organizations address common vulnerabilities by setting a floor of
safeguards that will better protect them from cyberattacks, improve response when events occur, and

minimize residual risk:

Mitigate Known Vulnerabilities: Reduce the likelihood of threat actors exploiting known vulnerabilities to

breach organizational networks that are directly accessible from the Internet

Practices: Yes No Not Sure
Asset vulnerabilities are identified and documented 65% 12% 23%
A vulnerability management plan is developed and implemented | 82% 12% 6%
Vulnerability scans are performed 65% 17.5% 17.5%
Newly identified vulnerabilities are mitigated or documented as | 70% 12% 18%
accepted risks

Processes are established to receive, analyze and respond to 88% 6% 6%
vulnerabilities disclosed to the organization from internal and

external sources (e.g. internal testing, security bulletins, or

security researchers)

Risk responses are identified and prioritized 76% 12% 12%
Remote access is managed 70% 18% 12%

Email Security: Reduce risk from common email-based threats, such as email spoofing, phishing, and

fraud
Practices: Yes No Not Sure
Protections against data leaks are implemented 82% 6% 12%
Users, devices, and other assets are authenticated (e.g., single- | 70% 18% 12%
factor, multifactor) commensurate with the risk of the transaction
Communications and control networks are protected 82% 6% 12%




Multifactor Authentication: Add a critical, additional layer of security, where safe and technically

capable, to protect assets and accounts directly accessible from the Internet

revoked, and audited for authorized devices, users and
processes

Practices: Yes No Not Sure
Users, devices, and other assets are authenticated (e.g., single- | 82% 12% 6%
factor, multifactor) commensurate with the risk of the transaction

Identities and credentials are issued, managed, verified, 88% 12% 0%

Basic Cybersecurity Training: Ensure organizational users learn and perform more secure behaviors

Practices: Yes No Not Sure
All users are informed and trained 82% 12% 6%
Privileged users understand their roles and responsibilities 88% 12% 0%

Strong Encryption: Deploy encryption to maintain confidentiality of sensitive data and integrity of
Information Technology (IT) and Operational Technology (OT) traffic in motion

Practices: Yes No Not Sure
Data-in-transit is protected 71% 6% 23%
Protections against data leaks are implemented 76% 12% 12%

Revoke Credentials for Departing Workforce Members, Including Employees, Contractors, Affiliates,
and Volunteers: Prevent unauthorized access to organizational accounts or resources by former
workforce members, including employees, contractors, affiliates, and volunteers by removing access

promptly
:Practices: Yes No Not Sure
Identities and credentials are issued, managed, verified, 82% 6% 12%
revoked, and audited for authorized devices, users and
processes
Cybersecurity is included in human resources practices (e.qg., 70% 12% 18%

deprovisioning, personnel screening)82%




Basic Incident Planning and Preparedness: Ensure safe and effective organizational responses to,
restoration of, and recovery from significant cybersecurity incidents

to achieve broader cybersecurity situational awareness

Practices: Yes No Not Sure
Response plan is executed during or after an incident 76% 18% 6%
Personnel know their roles and order of operations when a 62.50% 12.50% 25%
response is needed

Coordination with stakeholders occurs consistent with response | 65% 12% 23%
plans

Voluntary information sharing occurs with external stakeholders | 59% 12% 29%

Unique Credentials: Use unique credentials inside organizations’ networks to detect anomalous
activity and prevent attackers from moving laterally across the organization, particularly between IT

and OT network

:Practices:

Yes

No

Not Sure

Identities and credentials are issued, managed, verified,
revoked, and audited for authorized devices, users and
processes

82%

6%

12%

Separate User and Privileged Accounts: Establish secondary accounts to prevent threat actors from
accessing privileged or administrative accounts when common user accounts are compromised

:Practices:

Yes

No

Not Sure

Access permissions and authorizations are managed,
incorporating the principles of least privilege and separation of
duties

65%

17.50%

17.50%

Vendor/Supplier Cybersecurity Requirements: Identify, assess, and mitigate risks associated with third

party products and services

:Practices:

Yes

No

Not Sure

Contracts with suppliers and third party partners are used to
implement appropriate measures designed to meet the
objectives of an organization’s cybersecurity program and Cyber
Supply Chain Risk Management Plan

56%

25%

19%




ENHANCED GOALS: to help healthcare organizations mature their cybersecurity capabilities and
reach the next level of defense needed to protect against additional attack vectors.

Asset Inventory: Identify known, unknown (shadow), and unmanaged assets to more rapidly detect

and respond to potential risks and vulnerabilities

and software is performed

:Practices: Yes No Not Sure
Physical devices and systems within the organization are 82% 12% 6%
inventoried

Software platforms and applications within the organization are | 88% 6% 6%
inventoried

External information systems are catalogued 71% 6% 23%
The network is monitored to detect potential cybersecurity 70% 18% 12%
events

Monitoring for unauthorized personnel, connections, devices, 75% 12.50% 12.50%

Third Party Vulnerability Disclosure: Establish processes to promptly discover and respond to known
threats and vulnerabilities in assets provided by vendors and service providers

components, and services are identified, prioritized, and
assessed using a cyber supply chain risk assessment process

:Practices: Yes No Not Sure
Cyber supply chain risk management processes are identified, 59% 18% 23%
established, assessed, managed, and agreed to by

organizational stakeholders

Suppliers and third party partners of information systems, 53% 12% 35%

Third Party Incident Reporting: Establish processes to promptly discover and respond to known

security incidents or breaches across vendors and service providers

implement appropriate measures designed to meet the
objectives of an organization’s cybersecurity program and Cyber
Supply Chain Risk Management Plan

:Practices: Yes No Not Sure
Cyber supply chain risk management processes are identified, 59% 18% 23%
established, assessed, managed, and agreed to by

organizational stakeholders

Contracts with suppliers and third party partners are used to 53% 12% 35%




Cybersecurity Testing: Establish processes to promptly discover and responsibly share vulnerabilities
in assets discovered through penetration testing and attack simulations.

:Practices: Yes No Not Sure
Processes are established to receive, analyze and respond to 65% 29% 6%
vulnerabilities disclosed to the organization from internal and
external sources (e.g. internal testing, security bulletins, or
security researchers)

Cybersecurity Mitigation: Establish processes internally to act quickly on prioritized vulnerabilities
discovered through penetration testing and attack simulations

:Practices: Yes No Not Sure
Processes are established to receive, analyze and respond to 65% 23% 12%
vulnerabilities disclosed to the organization from internal and
external sources (e.g. internal testing, security bulletins, or
security researchers)

Detect and Respond to Relevant Threats and Tactics, Techniques, and Procedures (TTP): Ensure
organizational awareness of and ability to detect relevant threats and TTPs at endpoints, ensure
organizations are able to secure entry and exit points to its network with endpoint protection

:Practices: Yes No Not Sure
Cyber threat intelligence is received from information sharing 82% 12% 6%
forums and sources

Threats, both internal and external, are identified and 76% 12% 12%
documented

The network is monitored to detect potential cybersecurity 65% 17.50% 17.50%
events

Network Segmentation: Mission critical assets are separated into discrete network segments to
minimize lateral movement by threat actors after initial compromise

:Practices: Yes No Not Sure

Network integrity is protected (e.g., network segregation, 70% 18% 12%
network segmentation)

Communications and control networks are protected 76% 6% 18%




Centralized Log Collection: Collection of necessary telemetry from security log data sources within an
organization’s network that maximizes visibility, cost effectiveness, and faster response to incidents

:Practices: Yes No Not Sure
Audit/log records are determined, documented, implemented, 65% 12% 23%
and reviewed in accordance with policy

Centralized Incident Planning and Preparedness: Ensure organizations consistently maintain, drill, and
update cybersecurity incident response plans for relevant threat scenarios

:Practices: Yes No Not Sure
Response plans (Incident Response and Business Continuity) 76% 6% 18%
and recovery plans (Incident Recovery and Disaster Recovery)
are in place and managed

Response and recovery plans are tested 72% 14% 14%

Configuration Management: Define secure device and system settings in a consistent manner and
maintain them according to established baselines

:Practices: Yes No Not Sure
A baseline configuration of information technology/ industrial 65% 12% 23%
control systems is created and maintained incorporating security
principles (e.g. concept of least functionality)

Gaps & Mitigation Strategies Identified Through the Cybersecurity Assessment

The 2026 Cybersecurity Assessment evaluated current capabilities and identified gaps and supported the identification
of mitigation strategies to reduce risk across diverse healthcare settings. Based on the findings, regional gaps and key
strategies emerged:

e Ensuring that all member organizations are aware of the threats and are accessing available resources to assist
in cybersecurity preparedness.

e Promoting provision of Enhanced Workforce Training to all new workforce members and regular updates to
existing workforce members.

e Providing opportunities to members to exercise their cybersecurity plans.

Recommended Actions to Strengthen Healthcare Cybersecurity

CFDMC continues to promote to all members the importance of joining the Central Florida Cyber Coalition (CFCC).
CFCC was funded through the Orlando UASI and is an invaluable and free resource to members. CFDMC
participates in all CFCC activities, including the recent development of a regional cybersecurity strategic plan.
CFCC will be instrumental in assisting CFDMC and its members with the following actions:




e Conduct regular cybersecurity risk assessments and gap analyses.
e Participate in statewide, regional or coalition-led cyber exercises.

e Establish formal cybersecurity incident reporting protocols.

e Incorporate cyberattack scenarios into downtime and business continuity planning.

e Launch ongoing cybersecurity awareness and workforce training campaigns.

e Share real-world case studies of healthcare cyber incidents to reinforce preparedness.

Conclusion & Alignment with HHS ASPR 2024-2029 Cybersecurity Priorities

The 2026 Cybersecurity Assessment provides critical insight into the current cybersecurity capabilities of healthcare
organizations across the region. Findings from this assessment indicate promising adoption of many of the essential
cybersecurity goal practices, while also highlighting opportunities for improvement in all essential goals and
improvement in meeting the enhanced goals and the need to ensure that all member types are participating in assessing
and improving their cybersecurity practices.

As CFDMC continues its partnership with the Central Florida Cyber Coalition, we will continue to advance the
cybersecurity resilience of the region’s healthcare system, assisting members in assessing their current practices,
identifying priority actions, and demonstrating achievement of the Essential and Enhanced goals.

Resources for Healthcare Cybersecurity Best Practices and Training

HHS ASPR TRACIE Cybersecurity Resources: https://asprtracie.hhs.gov/cybersecurity

HHS 405(d) Health Industry Cybersecurity Practices (HICP): https://405d.hhs.gov/

CISA Healthcare and Public Health Sector Resources: https://www.cisa.gov/healthcare-and-public-health-hph-

sector

NIST Cybersecurity Framework (CSF): https://www.nist.gov/cyberframework

Health Sector Cybersecurity Coordination Center (HC3):
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html

MS-ISAC Free Cybersecurity Services for Critical Infrastructure: https://www.cisecurity.org/ms-isac

CISA Cyber Essentials Training: https://www.cisa.gov/cyber-essentials

Health Information Sharing and Analysis Center (H-ISAC): https://h-isac.org/

National Cybersecurity Alliance Resources: https://staysafeonline.org/

Central Florida Cyber Coalition: https://cfcyber.org/
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