
Vulnerability Notification - HP and Dell products 

 

Please see the notification from USCYBERCOM regarding vulnerabilities in HP and Dell 
products actively being exploited in the wild. Please forward within your distros as deemed 
appropriate for their awareness and recommended remediation actions. 

 -------------------------------------------------------------------------- 

The following IT components are actively being exploited in the wild due to multiple pre-
auth RCE vulnerabilities. Each IT component is listed below along with recommended 
mitigations. 

  

Vulnerable Component: DellEMC Unity 

Recommended Mitigation: Upgrade system software to version 5.5 or later 

  

Vulnerable Component: HP StoreOnce 

Recommended Mitigation: Update to the latest available version and connect the system 
to a remote syslog server. 

  

Vulnerable Component: HP DLGen9 Servers 

Recommended Mitigation: Upgrade to the latest security updates and patches. 

  

Vulnerable Component: HP Chassis c7000 

Recommended Mitigation: Update to the latest available version and connect the system 
to a remote syslog server. 

 


