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Executive Summary

This report summarizes how healthcare organizations across East Central Florida (RDSTF Region 5, including
Brevard, Indian River, Lake, Martin, Orange, Osceola, Seminole, St. Lucie and Volusia Counties), are
preparing for and managing extended healthcare delivery downtime impacts. This assessment highlights
current healthcare downtime practices and their efficacy, describes community impact of extended downtime,
identifies potential mitigation strategies, supports future utility failure and downtime operations needs, and
understands and defines the role of CFDMC during a downtime event.

Background

Extended downtime events can lead to significant impact on healthcare delivery. Healthcare facilities may be
affected by infrastructure/utility outages (e.g., water, electricity, gas, telephones/internet) besides being targeted
by ransomware and disruption of service attacks. Healthcare facilities have increasingly faced infrastructure
failures that threaten safe provision of care. In conjunction with implementing routine system mitigation efforts
and periodic exercises and drills, it is critical for downtime preparedness activities to consider the effects of either
infrastructure/utility outages or cyber events. Careful planning for downtime will save time during any event
where resources are maxed.

Regional planning efforts support ensuring all healthcare coalition (HCC) members better protect against, mitigate,
respond to, and recover from extended downtime, ensuring patient safety and operational continuity. To that end,
CFDMC conducted an annual assessment aligned with the 2024-2029 Hospital Preparedness Program (HPP)
Notice of Funding Opportunity (NOFO) priorities.

Assessment Methodology

Healthcare partners from across the region, including hospitals, EMS, public health, long-term care facilities, and
other healthcare providers, were asked to complete a self-assessment via survey in May 2026. Despite the request
and a reminder, there were only nine respondents to the survey.

Key Findings

Below is a summary of the assessment findings. See Appendix A for detailed results.

Current Downtime Practices and Efficacy:

Most organizations reported significant progress in establishing downtime plans and practices, downtime
communications, assessing downtime impact, addressing cyber downtime (see CFDMC Cyber Assessment), and
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addressing electrical and water/sewer failures. From the limited data received, it is unclear how widely this varies
across member types or how these practices are tested to ensure efficacy.

Community Impact of Extended Downtime

Healthcare organizations are at or close to capacity on a daily basis, so an extended downtime event would
significantly impact care on the entire community. In addition, healthcare organizations identified vulnerable
populations - including low-income individuals, seniors, and people with disabilities—would be
disproportionately affected. The most common concerns are transportation barriers and communication
difficulties.

Potential Mitigation Strategies

Most healthcare organizations have mitigation strategies in place, such as downtime plans and procedures, MOUs,
etc. CFDMC has processes to integrate with emergency management and ESF8 across the region on county
mitigation strategies. This includes participation in county and regional EM/ESF8 meetings and including
EM/ESF8 in Coalition meetings such as the monthly hospital calls and quarterly member meetings. CFDMC
recognizes that these partnerships are stronger in some counties than in others and is working diligently to
strengthen relationships across the region.

Support Future Utility Failure and Downtime Operations Needs

The Coalition supports organizations during utility failures by providing contact information for the designated
response entities for utility companies within the region. The Coalition also participates in state calls with these
companies to share their response plan and shares this information with its members.

The Coalition’s role during an event is to share situational awareness and support resource coordination to meet
members’ downtime operations needs.

The Role of CFDMC in a Downtime Event:

As the coordinating body for health care system preparedness in the region, CFDMC is seen as playing a vital role in
ensuring continuity of care across healthcare systems. This includes linking members with needed support,
facilitating rapid situational awareness, and coordinating resources, including providing regional assets such as
evacuation equipment, portable morgues, alternate care and MCI caches, etc. CFDMC recognizes that many
members are unaware of the services and resources provided by the Coalition and we continue to educate all
members to ensure they understand and can activate support resources that will strengthen the region’s ability to
sustain patient care, especially in critical service areas during a widespread downtime event affecting multiple
partners.
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Opportunities for Improvement

CFDMC members identified the following needs:

e Training

e Downtime plan templates
e Sharing of best practices
e Exercises

2026-2027 Actions

To build on these findings, over the coming year, CFDMC will:

e Hold an extended downtime tabletop exercise during the annual conference in December 2026.

e Develop templates for facilities for extended downtime disruptions to healthcare operations and patient
care.

o Establish a "knowledge center" or web-based system to store cyber or extended downtime event-related
training and information and ensure members know how to access this resource.

e Develop an extended healthcare delivery downtime plan.

e Establish a schedule to exercise and update the extended downtime plan.
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Appendix A — Extended Downtime Survey Results

The assessment was conducted in May 2026 via a survey to all members.

Respondents: There were nine respondents, including:

e Hospitals: 33%

° EMS: 0%

e Long-Term Care: 22%

e Public Health: 0%

o Other Healthcare Provider: 45%

Assessment Responses:

General Downtime Preparation and Practices (asked does your organization):

YES

Have an 66.67%
updated contact 6

list, in electronic

and hard copy,

for use during

service

interruptions

and downtime

needs?

NO

0.00%

IN PROGRESS

33.33%
3

N/A

0.00%

TOTAL

Have plans for 66.67%
obtaining 6
additional staff

and resources

(e.g., contract

staff,

supplemental
administrative

staff, retired

staff, etc.)

needed to

support a

downtime

event?

22.22%
2

11.11%
1

0.00%
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Downtime
planning that 6
addresses the
possible need to
prioritize and

limit, determine
alternatives for,

or temporary
suspends

services?

66.67%

11.11% 22.22%
1 2

0.00%

Have a 66.67%

secondary 6
location to

provide

services?

11.11% 22.22%
1 2

0.00%

Downtime Communications (asked does your organization):

YES NO

Have an
established plan 7
for how

partners will
communicate

and share
information

during primary
system

downtime?

77.78%

11.11% 0.00%
1 0

IN PROGRESS

N/A

11.11%
1

TOTAL

Have multiple
communication 5
modalities

prepared for

use during a
downtime

event/

55.56%

11.11% 11.11%
1 1

22.22%
2
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Downtime 66.67% 11.11%
backup plan for 6 1
information

sharing and

resource

requests known

to partners?

0.00%

22.22%
2

Have a common 77.78% 0.00%
operating 7 0
picture or

situational

awareness toll

to collect and

share critical

information

when primary

systems are

down?

11.11%
1

11.11%
1

Have access to 66.67% 22.22%
on-site and/or 6 2
contracted
assets that can
be used (e.g.,
radios,
downtime
phones,
"hotspots,"
portable
cellular
connectivity
cases, satellite
internet device,
and/or
requesting
deployable
resources from
cellular carriers'
disaster
assistance
teams) to
restore
functionality in
loss of internet

11.11%
1

0.00%
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or phone

systems?

Have an 66.67% 0.00% 33.33% 0.00% 9
alternate plan 6 0 3 0

for how the

community and

patients will be
informed if
services are

impacted.

Have alternate 66.67% 22.22% 11.11% 0.00% 9
systems or 6 2 1 0

physical

locations that
can be used to
maintain
operations in
the event of a
system failure
at the primary
service
location?

Downtime Impact (does your organization):

YES NO IN N/A TOTAL WEIGHTED
PROGRESS AVERAGE

Have a method 62.50% 0.00% 25.00% 12.50% 8 1.88
for assessing 5 0 2 1
severity of

downtime

impact,

including:*

anticipated

duration*

available

alternative or

functioning

services* Risk to

community,

workforce,
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business
operations,
technical
infrastructure,
physical
structure(s)

Have access to 66.67% 0.00%
backup systems 6 0
or contingency

plans for critical

building

infrastructure

(e.g., fire

suppression and

access control

systems) in the

eventofa

failure? For

example, are fire

watch protocols

or manual key

access

procedures

established and

ready to deploy?

11.11%
1

22.22%
2

9

1.89

Have a process 66.67% 11.11%
in place to 6 1
assess the

impact of utility

or cyber-related

downtime on

major supply

chains (e.g.,

medical

supplies, food,

blood, oxygen,

pharmaceuticals,

devices such as

ventilators, PPE,

etc.)?

11.11%
1

11.11%
1

9

1.67

Have a process 44.44% 0.00%
to assess how 4 0

44.44%
4

11.11%
1

2.22
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downtime will
impact at-risk
populations,
including what
services would
be most
impacted,
outreach
strategies, and
contingency
plans?

Have processes 66.67%
for patient 6
transfers, facility
evacuations, or

specialty patient
movement?

0.00%
0

11.11%

1

22.22%
2

1.89

Have plans to 66.67%
meet the 6
physical and

psychological

needs of

personnel

during a

prolonged

downtime?

22.22%
2

11.11% 0.00%

1

1.44

Cyber Downtime (does your organization):

YES

Have a cyber 66.67%
specific 6
downtime plan

(for planned

maintenance

and unplanned

incidents)?

NO

11.11%
1

IN PROGRESS

11.11%
1

N/A

11.11%
1

TOTAL

Have IT 88.89%
professionals 8

11.11%
1

0.00%

0.00%
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able to provide
support during
downtime?

Have a cyber

includes back-
up systems for
critical
technology?

88.89%
plan that 8

11.11% 0.00%
1 0

0.00%

Critical systems

backups /
mirroring /
redundancy that
can be activated
during a system
failure/ Have
staff been
educated on
accessing these
systems?

77.78%
have integrated 7

0.00% 0.00%

22.22%
2

Electrical Failures (does your organization):

Have a good
understanding of
how power is
supplied (e.g.
overhead vs.
underground power
lines, peak demand
periods, natural
disaster
vulnerabilities)?

YES NO IN
PROGRESS

77.78% 0.00% 11.11%
7 0 1

N/A

11.11%
1

0.00%

TOTAL

Have a generator
and/or battery
backup for critical

77.78% 0.00% 0.00%
7 0 0

11.11%
1

11.11%
1
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systems on hand, or
have plans to
quickly access
generators or
underground power
sources (PS)

devices?
Have downtime 88.89% 0.00% 0.00% 11.11% 0.00% 9
plans in place in 8 0 0 1 0

case of an electrical
failure that
addresses:*knowing
which data systems
are backed
up*Identifying IT
systems that are
reliant on electricity
(e.g., VoIP, wireless
services, PA system,
fire alarm system,
phone
system)?*knowing
what components
are backto a
generator

Water/Sewer (does your organization):

YES NO IN PROGRESS N/A TOTAL
Review its potable and 77.78% 0.00% 0.00% 22.22% 9
service water supply 7 0 0 2
needs (e.g., how much is
needed, from where)?
Have a temporary and 66.67% 11.11% 11.11% 11.11% 9
accessible supply of 6 1 1 1
potable water?
Conducted planning for 66.67% 0.00% 11.11% 22.22% 9
potable water supply 6 0 1 2

disruption on patients?
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Have a water disruption  44.44% 44.44% 0.00% 11.11% 9
incident alerting plan in 4 4 0 1

place? Is there a specific

threshold for activation?

Understand and practice  44.44% 22.22% 11.11% 22.22% 9
water utility failure 4 2 1 2
practices such
as:*working with the
local water authority to
determine secondary
supply options
(including those outside
the
region)*understanding
available contracts and
resources for water
supply (tankers,
bladders, contractors,
vendor-supplied water,
timeframes)*considering
use of nearby surface
water or non-traditional
sources as backup
methods*understanding
safe drinking water
standards for secondary
supplies*Installing
external connections for
import of water during a
utility outage*planning
for a secondary or
distributed virtual
location

Finally, the assessment asked how CFDMC can provide support to your organization in an extended downtime
event (e.g. plan templates, training, exercises, etc.):

e Training

e Plan templates

e Sharing of best practices
e Exercises
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